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Felix Group Holdings and entwine have collaborated in the research 
and reporting of this timely examination of the risks, challenges and 
opportunities associated with supply chain risk in the construction 
industry.  

Most recently, supply chain fragility has been demonstrated through 
the Omicron (COVID-19) impacts on the provision of goods and services 
across the economy. Labour shortages, freight and logistics failures and 
availability of the most basic goods have become a mainstream issue in 
the community. 

The construction industry is a complex web made up of a myriad of 
participants providing expertise, equipment, materials and products, all 
of which need be coordinated in seamless delivery to ensure project 
success. History has taught us that this doesn’t always work out well. 
Some of us approaching the end of our careers remember when the 
control of the project inputs was centralised and responsibility for the 
project outcomes could be ‘managed’.  

With the scale and complexity of projects continuing to expand, provision 
of the requisite inputs has become more specialised and fragmented. As 
a result, the dependency of construction supply chains on a wider range 
of suppliers and providers means there are an ever-increasing number 
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of possible failure points to be managed. Effective and transparent 
management of these inputs for the construction industry is becoming 
more critical to both the success of the projects, and the ability to 
demonstrate the success of the projects in a transparent and timely way. 

This research has highlighted some of the issues associated with this 
supply chain risk, but it also provides some insights into the way forward, 
to allow industry participants to recognise the issues and take action to 
reduce the risks. 

On behalf of the Felix Board and potential readers of the document, I 
would like to thank Mike Davis, CEO of Felix, and Leah Singer, entwine, 
who have led this work with great insight and enthusiasm. They have 
delivered a report that shines a light on the current industry practices, 
highlighting areas for concern and improvement, and outlining the 
industry characteristics needed to successfully improve the way we all 
address construction supply chain risks.  Lastly and importantly, thanks to 
all participants who have given their valuable time and contributed to this 
survey and report to improve the construction industry for all.

I commend this report for consideration by all involved in the planning, 
procurement, construction and delivery of infrastructure and construction 
projects in Australia and New Zealand. 
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Felix operates a cloud-based enterprise Software as a Service (SaaS) 
procurement management platform and vendor marketplace. Felix 
connects contractors and third-party vendors by digitising, automating, 
and streamlining a range of critical procurement-related business 
processes – reducing supply chain risk and improving transparency and 
governance.

Headquartered in Brisbane, Australia, Felix are fiercely passionate about 
building and maximising relationships; in their own team, with their clients 
and building technology that allows customers to foster relationships with 
their vendors.

Entwine is a boutique industry consultancy dedicated to driving 
meaningful, evidence-based change within construction. Services include 
the design and facilitation of strategic and operational improvements 
for parties within the sector supply chain and the sector as a whole, 
with expertise spanning procurement, design, and complex, high-risk 
workstreams such as offsite.

‘Building in the Dark’ is authored by entwine founder Leah Singer and 
follows Leah’s seminal 2018 report ‘Creating Value Through Procurement’, 
also known as the entwine report. Commissioned by Infrastructure New 
Zealand, this report saw Leah emerge as a thought leader in the capital 
infrastructure space. With ‘Building in the Dark’, Leah seeks to shine a light 
on more of the industry’s challenges and opportunities, further supporting 
industry adaptation and advancement.

About Felix About entwine

Felix

PH  1300 010 527 
E  hello@felix.net 
W  www.felix.net

entwine

PH  +61 403 613 351  
E  leah.singer@entwine.works 
W             www.entwine.works



Executive 
Summary



1 – Challenges 2 – Responses 3 – Opportunities Executive Summary 5

As demonstrated by the construction industry’s many publicised failures 
– cost blow-outs, programme overruns, quality issues - undertaking 
any construction-related activity can be fraught with risk and uncertain 
outcomes. Yet, as construction is associated with a high degree of 
outsourcing to external parties, it stands to reason that who these parties 
are and how they do business has a fundamental impact on success  
or failure.

Low-quality suppliers create additional risk. High-quality suppliers bring 
opportunity.

Based on this premise, this research focused on outlining some of these 
core risks, examined industry responses, and highlighted opportunities 
for improvement for any party involved in creating, altering, maintaining or 
operating capital assets – including head contractors, utilities, mining, and 
public sector organisations. Therefore, whether engaged as a director or 
working at the coalface of supplier or subcontractor risk management, no 
matter the organisation, this report is for you.

Contextual Complexity

The construction industry is a vast amorphous mass involving multiple 
contracting arrangements with supply chains often spanning multiple 
international borders. Therefore, the industry is less one of supply chains 
and more one of supply networks. Yet, while the stability and complexity 
of an individual organisation’s supply network will be unique, with every 
network comes risk - supply chain risk.
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Findings suggest this risk only looks to be increasing - more suppliers, 
more complicated workstreams, more compliance requirements, and 
often, difficulty sourcing eligible parties. The cost of doing business 
is going up in response. Thus outsourcing can be a double-edged 
sword – it both solves problems and creates them.

Yet findings also suggest the industry does not know its supply 
networks well. While this knowledge varies depending on an 
organisation’s context, transparency over the network is lacking for 
many companies. However, while many in the industry believe this 
is a problem – that this lack of transparency increases risk – others 
question the degree to which this supply chain transparency is 
needed. Therefore, some organisations are consciously operating 
in relative ignorance of the actions of the supplier network beyond 
those parties either directly engaged or working within the physical 
boundaries of the job site. In effect, many organisations are essentially 
in the dark concerning multiple supply chain risks. 

The Construction Industry Supply Network: A complex web of organisations supported by 
industries such as freight and logistics.
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Risks and Attitudes

These risks include potential threats relating to performance, compliance, 
criminal activity, and external events such as force majeure.

However, while risks are assigned ratings based on the likelihood of 
occurrence versus severity of impact, research suggests these risk ratings 
do not necessarily influence how risks are perceived or prioritised by 
industry. Consequently, many organisations are likely ill-prepared for risks 
of severe impact but low probability, e.g. global pandemics. However, 
COVID-19 has demonstrated that peripheral risks can quickly become 
impactful issues, and complementary industries such as freight can 
rapidly become significant business threats when extreme disruption 
occurs. Even worse is if multiple risks convert to issues simultaneously.

Instead of being based on risk ratings, findings suggest that supply 
chain risk is primarily viewed through the lens of third party performance 
only and judged against the traditional project management metrics of 
time, cost, and quality. While organisations recognise the importance of 
regulatory compliance, programme worries may be trumping those over 
quality. Ensuring that quality obligations can be met in the future elicits 
lower concern still. While addressing cybercrime is taken seriously within 
many organisations, how external parties use sensitive data passed on is 
far less likely to be known.

Arguably it is protecting the here and now of project delivery that 
organisations primarily worry about, not ‘the later’ of the asset in use. 
Concern about risk outside of the traditional paradigm is significantly 
lower, including the risk of modern slavery, fraud, corruption, or the 
black economy.

Yet, participants argue that this prioritisation is simply a reflection of 
industry incentives, where findings point to a tension between doing what 
is right for profits and doing what is right for people and planet. In a cost-
driven industry, “not looking too hard” into supply chain activities is what 
can win you the work - “morals cost money”.

Supply Chain Risk – A Brief Overview of Only Some

Performance Risk
Time, Cost, Quality, CSR 

Skill shortages
Insolvency, Liability

Social & Environmental Targets

Uncertain World
Force Majeure
 Climate Risk

Compliance Risk
Health & Safety
Environmental
Codes & Standards
Modern Slavery

Criminality
Black Economy
Fraud & Corruption
Cybercrime
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Ethical Business: Addressing 
the Black Economy, Modern 
Slavery, Fraud & Corruption, 
Environmental Damage

Winning tenders
predominently driven

by price

In short, if there are no overt consequences for inaction or non-
compliance, many organisations will not direct resources towards 
addressing it. This rationale also applies to ‘broader outcomes’ type 
initiatives where findings outlined a high degree of cynicism and included 
accusations of these initiatives being nothing more than a box-ticking 
exercise for many project sponsors.

Yet, an absence of consequences, perceived or actual, can incentivise 
unethical or illegal behaviours in the supply chain and disadvantage ‘those 
who do the right thing’ in a cost-driven environment.

Changing Risk Landscape

However, the operating landscape is changing. Despite perceived 
roadblocks, those who do not actively pursue knowledge of their supply 
chain activities and risks could find themselves in breach of legislation, 
without shareholder confidence, or disrupted without warning.

 → Australia’s Modern Slavery Act(s) 
requires greater ownership for what 
happens within supply chains. New 
Zealand may follow suit in the future.

 → Societal expectations are changing – 
brands do not want to be associated 
with supply chains that exploit people 
or the planet. This risk impacts where 
investors choose to park their money. 

 → Force Majeure type events and 
the risk of extreme supply chain 
disruption may be increasing.

Society and regulators are redefining acceptable business practices, 
and these risks cannot be passed on – major industry clients such 
as mining and utility companies are already facing significant social 
and environmental pressures. Therefore, and independent of the 
need to better de-risk supply chain performance, expectations for 
greater business accountability is also forcing a move towards greater 
transparency of supply chains as a whole. 

The Risk Management Tension

Personal director and senior management liabilities are also increasing, 
reflecting overall society expectations for more responsible company 
governance. In some jurisdictions, breaches associated with job sites 
– regardless of contracting arrangements – now carry the risk of 
individual prosecution.

Therefore, regardless of any client-driven mandate, there is a growing 
need to be more aware of the activities of the supply network. The 
outsourcing of work is decreasingly equating to an outsourcing of 
risk, and contractual separation from the supply chain does not create 
absolute immunity from what happens within it.
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Current Industry Responses

Supply chain risk management is not the management of all parties 
in the supply network but the management of the risks they bring – 
including the identification and evaluation of. Yet while many in the 
industry operate robust risk management strategies and employ fit-
for-purpose tools to enable these strategies, many do not. Regardless 
of the context, significant issues include a lack of effectiveness in pre-
contract supplier due diligence, a lack of effectiveness in ongoing supply 
chain risk management, and associated poor quality communication 
and information sharing fraught with inefficiency - both internally within 
organisations and externally with the wider supply network. 

There is also hypocrisy at play. Findings suggest that while many in the 
industry are critical of how their clients treat non-price attributes, many in 
the industry are also failing to correctly weight or evaluate the non-price 
attributes of their own potential suppliers. Here too, the lowest cost can 
eclipse all else.

Many in the industry are aware of these shortcomings but experience 
real roadblocks to change. Risk management budget was a continually 
cited challenge. Even when funds are allocated for due diligence as part 
of procurement activities, this drops off dramatically post contract award. 
Subsequently, findings suggest that many organisations lack the people, 
tools and systems to assist them with ongoing risk management of both 
third parties and the extended supply chain - to identify, monitor, audit, 
or even gain access to these external parties. The more an organisation’s 
supply chain is in flux, the more challenging and potentially costly this risk 
management will be. 

Acknowledged risks included expired insurances and accreditations and 
quality issues concerning products and materials, risks not automatically 
assigned to traditional project management oversight. 

Many organisations believe the most successful de-risk strategy is to 
engage with known suppliers. However, this has limitations. It is not always 
possible or best for project and does not cover ongoing ethical, criminal, 
or external risk considerations, e.g. force majeure. Furthermore, trust in 
third parties does not automatically equate to transparency over their 
suppliers.

Instead, feedback suggests that contract terms are a favoured strategy 
to incentivise the required supply chain behaviours. Yet, there are multiple 
perceptions of poor third party contract literacy. This results in potentially 
low levels of transparency and low levels of monitoring of parties thought 
to have insufficient competencies around risk management. Again, a lack 
of budget and time are cited as barriers to assisting these suppliers with 
up-skilling. Thus risk management can become risk transfer to parties not 
fully equipped for this responsibility. 

79% of participants believed their third 
parties were not always fully aware of or 
understood the risks they were responsible 
for managing under their contracts.

Neither was budget believed to be available or allocated to audit ongoing 
compliance for contract requirements not related to output performance, 
e.g. progress onsite is monitored, but not adherence to corruption, 
bribery, or anti-slavery policies.
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Yet, despite budget in such short supply, for many, efficiency is lacking 
also. Findings suggest data on both suppliers and supply chain risk 
is not always collected, stored, or easy to access. Data management 
practices can be fragmented across departments and projects, and many 
organisations are still heavily reliant on stand-alone software such as 
Excel. Not all organisations can aggregate data to inform organisational 
risk profiles. 

Thus leadership have no access to the big picture, and the severity of 
high-risk suppliers can go undetected. Project-driven approaches are also 
creating data silos, potentially resulting in significant amounts of double 
handling and duplication of information. Prequalification processes are 
potentially under-utilised. The data that is available is not always leveraged 
to inform decision-making. Supply chain smarts are not always accessed.

56% of participants believed their 
organisation had unknowingly 
engaged an entity red-flagged by 
another area of the organisation.

The harsh reality is that many organisations are as fragmented as 
the industry when it comes to communicating on risk. This includes 
communication between projects, between departments, and between 
different levels of seniority. While sharing lessons across the industry has 
been criticised as weak, sharing lessons within organisations can also be 
lacking. 

The quality of communication can also be poor – inaccurate, incomplete, 
out of date, subject to optimism bias, or worse. There are cultural issues, 
too – toxic masculinity – that roadblock positive open interactions.

The more layers of reporting there are, the more opportunity there also 
is for data manipulation. While the responsibility for all risk management 
ultimately lies with senior management and the board of directors, 
there is a real risk that information communicated in the boardroom 
can be a distorted view of what is happening on the ground. This poor 
internal communication can have catastrophic consequences on both an 
organisation and those individuals in positions of leadership  
and responsibility.

Only 40% of participants believed 
their organisations were never 
subject to optimism bias in the 
reporting of projects or business 
operations involving third parties.
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Opportunities

Yet, finding efficient and effective risk management solutions is 
paramount for meaningful industry improvement. In this regard, findings 
conclude that effective and efficient communication and information 
sharing throughout the full life cycle of projects is imperative – to establish 
the quality of both the supplier and its extended supply-chains and then 
to identify and manage ongoing risks associated with the network as  
a whole. 

Risk management starts with a conversation. Just like interpersonal 
relationships, effective risk management is about knowing the other 
party before you commit, after which it is a process of building trust and 
keeping the communication lines open. Furthermore, the data collected 
must be analysed, and this analysis must be accessible.

For this, the value of going digital is in little doubt, where fit-for-purpose 
platforms can enable both transparencies over the parties in the network 
whilst acting as a conduit for communicating on risk and opportunity 
as a collective – including on a self-serve basis to maximise efficiencies 
and demonstrate supplier reliability. While the findings suggest most 
organisations are a long way from this reality, feedback also suggests that 
for progressive organisations, this is precisely their intent.

However, while many organisations recognise the value of going digital, 
over half of the research participants believed their organisations were 
not investing enough in digital tools. 
 

56% of participants believed their 
organisation was not investing enough 
in digital tools.

  Performance Risk

  Compliance Risk

  Criminality

  Unpredictable World

Internal Risk Management Strategies

Third Party Risk Onsite

Third Party Risk Off-site

Fourth Party Risk

Fifth Party Risk Etc.

Communication channels 
within organisations - across 
departments  and hierarchies

Verifiable feedback from the 
extended supply chain

Three-way Risk Communication  
Channels Controlled From The Centre 

Budget is again assigned as a barrier to innovation, where organisations 
can find themselves in a Catch-22 situation. They need to change to drive 
efficiencies, but they lack the budget to drive the change. In short, many 
organisations cannot bear the cost to implement new and more efficient 
systems. A gap between the top tiers of industry and everyone else could 
be growing as a result.  

Yet, cost is not the full story. Findings support the view that leadership is 
the most impactful barrier to digital adoption, where a lack of diversity 
and the prevalent boardroom demographic could also be dulling the 
appetite for innovation and progress. The only barrier here is one of 
mindset.
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A Way Forward

Thus research findings inform what optimised supply chain risk 
management looks like and the dependencies that exist within 
organisations to achieve it.

Optimised supply chain risk management has its basis in high 
performing leadership, which drives a respectful, innovative, learning 
culture that enables an organisation to both learn from its supply 
chain and adopt and utilise progressive tools that are inclusive and 
well-governed, i.e. going digital.

Digital tools are essential to support high performing communication 
and information sharing that is defined, not assumed. These tools 
can also enable information to flow in all directions, both within 
organisations and to and from external parties - they are not 
information silos. Therefore, such tools ultimately support long term 
sustainable business models by improving the effectiveness and 
efficiency of risk management and thus enabling confidence in long 
term compliance, profits, and social licence.
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Truthful

Extended 
Supply Chain 

Risk

Business Objective

Business Success Metrics

Risks to be Managed

High Performing Communication

High Performing 
Communication System

High Performing 
Organisational Culture

High Performing 
Organisational Leadership

Targeted 
&  

Traceable

Digital

Leadership 
Diversity

Innovative

Learning

Thorough

Compliance

1st Party Risk

Transparent

Inclusive

Leadership 
Capability

Respectful

Social Licence

3rd Party Risk

Timely Tailored Three-way

Governed

Leadership 
Capacity

The Purpose Pyramid: Purposeful communication - The Big Picture



1 – Challenges 2 – Responses 3 – Opportunities Executive Summary 13

This is big data in action, improving both awareness of supply chain 
risk and overall network transparency, noting that big data also has 
the potential to track initiatives in real-time aimed at strengthening 
local supply chains and achieving defined social or environmental 
targets.

Overcoming budgetary constraints, however, requires the assistance 
and support of external parties. 

Clients, including the public sector, must not only correctly value 
high-quality parties but recognise both the cost of ensuring these 
parties are engaged and the cost of ongoing risk management 
beyond protecting the immediate tangible works. Like the UK’s BIM 
initiative, procurement can actively drive improved project outcomes 
– long term and short term - by mandating the tools on contracts 
that enable them. Governments can also actively assist industry with 
digitally upskilling plus leverage their regulatory powers to better 
ensure the acceptable business behaviours sought are resulting from 
these investments

Therefore the final questions are these: Is there a genuine desire to 
improve both industry outcomes and those beyond the industry’s 
boundaries? Are those parties who ultimately stand to gain prepared 
to commit to the actions required? 

 → Are all boards and senior leaders 
willing to driving positive change 
within industry by driving positive 
change within their own organisations, 
including within leadership teams? 

 → Are all client organisations willing 
to mandate positive change and 
support it in practical ways?

 → Are all government entities fully committed 
to and supportive of leveraging their 
resources, their buying power and their 
regulatory influence to create a high-quality, 
fair, supplier landscape that consistently 
exhibits the desired behaviours? 

Only through this combined effort can the risk in our supply chains be 
disrupted, the outcomes stakeholders seek consistently achieved, and 
additional untapped benefits unleashed.

Combined Action for Optimised Supply Chain De-risk
Government enablers

Client /project sponsor enablers

Organisational enablers
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Research Purpose

The creation, alteration, maintenance, or operation of capital assets is a 
team effort. More often than not, this team requires the engagement of 
entities outside the immediate organisation to complete parcels of work 
- technical experts, project managers, tradespeople, and material and 
product suppliers, to name only a few. These entities, as a collective, form 
the construction industry. Yet beyond the parties an organisation directly 
engages, there are often many additional contracted layers. This collective 
as a whole is the construction supply chain.

 
The purpose of this research was to better understand 
the nature of this supply chain and the risk it brings.

Presented in three parts the report specifically addresses:

1. Challenges

 → What is the construction supply chain, 
and what complexity exists within it?

 → What is supply chain risk, and how is 
it evolving?

 → How does the industry perceive some 
specific supply chain risks, and where might 
blind spots exist? 

2. Responses

 → How is the industry responding 
to supply chain risk overall?

 → How efficient and effective are 
various industry responses?

 → What underlying weaknesses might exist? 

3. Opportunities

 → What improvements are possible 
for the benefit of all?

 → How do we make these possible? 

While there is extensive research on supply chains concerning the 
manufacturing sector, insights relating specifically to construction 
activities are less so. If COVID-19 has taught us anything, it is how 
interconnected and reliant we are on organisations that may sit outside 
our fields of vision.

Paying attention to how we engage with these parties and the risks they 
bring is crucial.

In today's post-COVID-19 world this is particularly relevant. Both the 
Australian1 and New Zealand2 governments view construction as key to the 
post-COVID-19 economic recovery plans. 

Therefore, this research aims to not only assist with 
building back, but building back better, ultimately 
increasing organisational resilience going forward.

Research Method

Data and participant comments were collected via an anonymous online 
survey of approximately 80 questions. This was supplemented by one-on-
one in-depth discussions with participants who consented to follow-up 
interviews plus extensive desktop research. Participants were also asked 
to confirm their organisational role, sector, etc. This enabled any potential 
trends among participant demographics to be identified.

We would like to whole-heartedly thank all those who took part. 

These individuals ranged from senior organisational leadership to 
individuals at the coalface of project delivery, such as procurement 
personnel and project managers. This range in role type was welcomed to 
ensure a broad spectrum of perspectives and experiences. 

The Australian and New Zealand markets were considered, with most 
participants operating in one or both markets and some internationally. 
Associated organisational revenues ranged from less than A$50 million 
per year to over A$3 billion.
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Participant Breakdown by Industry Role
Participants represented the 
following areas of industry:

→ Main contractors and 
subcontractors in both vertical and 
horizontal construction

→ Public sector agencies; those 
entities tasked with the creation 
or management of government-
owned capital assets

→ Resources; organisations involved 
in mining

→ Utilities providers; public or 
privately owned enterprises 
generating or managing power, 
telecommunications, gas, water 
and/or waste

Participant Breakdown by Organisation Type

 Procurement

 Project Management

 Commercial Management

 Operations

 Director/C-Suite

 Other

 Construction Focused Organisation Serving Resources Sector,

 Utilities and/or the Public Sector

 Construction Focused Organisation Serving Other 

 Resources Organisation

 Public Sector Entity

 Utilities Provider
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19%
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11%

15%

10%

10%

8%
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  % Of Participants Involved In Each Construction Activity
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Participant Breakdown by Construction Activity Focus

CapEx: 
(Capital Asset Expenditure)

Construction of new assets or 
expansion of existing

CapManEx: 
(Capital Maintenance Expenditure)

Renewal/replacement/
rehabilitation of existing assets

OpEx: 
(Operating Expenditure)

Core operating activities or 
minor upkeep of assets that 
involve construction activities 
and expertise

Findings are attributed to participant 
demographics where any significant 
variation in responses occurred.

In this respect, the research is both 
descriptive and analytical. While it 
seeks to better describe the industry’s 
challenges, it also digs deeper into their 
potential underlying causes. The aim was 
to leverage insights to inform practical 
strategies for improvements.

71%
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CapManExCapEx OpEx

44%
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Building in the dark

There are limitations to any survey that is partly subjective in nature. 
Cultural bias or other personal issues may influence responses. To 
maximise objectivity, the report draws heavily on desktop research from 
respected sources and valid within the last two years where possible.

A recognised risk was identified about participant organisations; it was 
understood that multiple parties from the same organisation could 
respond, thus over-representing organisation-specific views. However, 
based on the participant’s demographics, this risk does not appear to 
have appreciably manifested. A spread of organisations was represented.

Various individual participants also noted some concerns; i.e. the length 
of the survey may impact the quality of the answers, or the data collected 
could be intentionally sensationalised. These concerns have been 
considered in the analysis. 

Data has been referenced against credible 
sources to reinforce objectivity  
in interpretation.
Ultimately, it is important to note that this white paper is not an official audit 
of the industry. This report seeks to identify general themes around risk 
awareness and response, provoke thought and discussion, and educate 
industry on the nature of supply chain risks and the opportunities available 
to improve organisational responses.

Research Limitations
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Challenges

1
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Vertical & Horizontal 
Construction

The commercial construction industry comprises both horizontal and 
vertical works. As the names suggest, vertical refers to buildings. In 
contrast, horizontal refers to infrastructure such as roads, rail, and water 
distribution, etc.

The industry is frequently described as low margin and high risk. Specific 
challenges cited by industry participants include adversarial contract 
relationships and inappropriate risk allocation.

However, the industry is also guilty of some serious shortcomings. 
Vertical construction has been associated with severe quality issues. 
New Zealand has endured multiple years of leaky building claims, while 
Australia’s quality failures have been well documented by the Australian 
governments’ Building Confidence report from 2018. Meanwhile, major 
projects, including horizontal infrastructure have been associated with 
significant cost blowouts and programme delays.3

The industry is also associated with high rates of workplace safety 
incidents, significant mental health challenges, high suicide rates, and a 
negative culture of ‘toxic masculinity’.4 

It is frequently criticised for low productivity in comparison to other 
sectors. This is a weakness partly blamed on the fragmentation of 
industry. This refers to the proliferation of organisations that must come 
together to complete a project. This fragmentation exists for various 
reasons that include pipeline uncertainty (which incentivises minimal 
overhead), the bespoke nature of many projects (that require unique 
combinations of skills), and individual market preferences.

With so many external parties required to complete parcels of work, 
supply chain risk is elevated. Therefore, where industry has failed it is 
logical to ask – was supply chain risk responded to as well as it could have 
been? 

What part did it play in contributing to negative outcomes and what can 
industry improve upon?

Mining

The mining sector is characterised by high-risk operations accompanied 
by high margins. It is also characterised by massive capital works projects. 
Whether it is the establishment of new mines or the expansion of 
existing, these projects can run into the billions of dollars and require the 
engagement of external contractors to complete.

Due to the logic of accessing more easily mineable deposits first, new 
mining operations are by default associated with more remote areas 
and/or greater depths. This increases risk in absolute terms, while the 
transparency of operations is often reduced in parallel. Risks such as 
bribery and corruption are more easily enabled. At the same time, the 
impact of operations on the environment can be less visible.

Before COVID-19, the mining industry was amid significant capital asset 
investment – new and expanding mines. However, capital assets projects 
in mining have long been associated with massive cost blowouts. A 2019 
McKinsey and Company report reported average budget overruns of up 
to 60% on their sample surveyed. Some projects came in at over 200%. It 
was also recognised that the mining sector’s ability to incentivise its supply 
chain towards best value delivery is not optimal.5

In May 2020, the industry was also in the news for all the wrong reasons.  
Rio Tinto destroyed an ancient Aboriginal site in Western Australia – the 
Juukan Caves - and a public outcry followed. This prompted a broader 
questioning around the industry’s social licence to operate.

Meanwhile, outsourcing has been leveraged to drive down costs through 
“hyper-efficiency, lean principles, just-in-time techniques, [and] transient 
workforces”.6 

With these challenges front and central for mining companies, is their 
supply chain risk management as robust as it can be?

Utilities

The Utilities sector describes a category of companies that provide basic 
amenities, such as water, sewage services, electricity, dams, and natural 
gas.7  Some of these companies are publicly owned and operated and 
some are held by the private sector. However, regardless of ownership, all 
provide essential public services and are heavily regulated as a result. This 
includes pricing. Due to this regulation and the high cost of entry, profit 
margins vary significantly. 

While deemed essential services, utilities companies are under increasing 
public scrutiny in relation to climate change, with power generation in 
particular at the forefront of public debate. This has a “direct impact on 
the way utility companies generate power, manage facilities and introduce 
new consumer programs. Power plants are expected to shift and change 
in response to the demands of regulators, elected officials and voters, 
but... are large, complex facilities...”8

Not only are the capital assets complex, but their distribution networks 
too. This complexity creates a context that is characterised by the need 
for “significant upfront investment [but] often with uncertainty about 
outcomes over a long-term time horizon.”9 

This uncertainty of outcomes is compounded by the trend of self-reliance 
among consumers. “More and more organisations are opting to generate 
their own electricity with wind turbines or solar panels, becoming less 
reliant on coal-powered stations.”10 A 2021 report by Urban Sustainability 
suggested that water distribution could go the same way. Rather than 
consuming vast amounts of electricity distributing water in high-pressure 
systems, water would be stored and treated at point of consumption.11

In short, climate concerns and innovations in technology are driving and 
enabling a rethink of our utilities sectors and fuelling its trend towards 
decentralisation. This requires new business models to service this new 
reality, with increased outsourcing considered a “strategic enabler”.12Are 
supply chain risk management strategies fit for this brave new world?
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Key  
Takeaways

 → The construction industry is associated 
with well-publicised challenges, 
including low productivity, quality 
issues, and poor mental health.

 → Industries with a high reliance on 
construction-oriented supply chains 
include resources, e.g. mining, 
and the public utilities sector.

 → The same industries are under increasing 
pressure to improve how they do 
business - socially and environmentally.



Untangling the 
Supply Chain
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What is the Supply Chain? The term supply chain is something of a misnomer. Supply chains are 
not singular organisations contracting to each other in a simple linear 
fashion. In reality, each organisation has multiple suppliers that feed it with 
goods and services. Any organisation's supply chain spreads out in various 
directions to create an interconnected network of organisations. 

This network can involve numerous types of contractual arrangements 

Client Head Contractor Subcontractor Product & 
Materials Supplier

Raw 
Materials

and often a high degree of sub-contracting. This network is also highly 
reliant on supporting industries such as freight and logistics.

Thus, organisations involved in creating, altering, maintaining or operating 
capital assets exist in a complex web of clients/project sponsors, head 
contractors, subcontractors and extended supply chains. These can 
include multiple parties spanning multiple international borders.

The Simple Supply Chain
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Construction Industry  
Supply Network

A complex web of organisations 
supported by industries such as 
freight and logistics.

Supply

Payment

Clients

Examples:

Mining Company
Resources Org.
Utilities Provider
Private Sector Developer

Raw materials market

Professional
services firms

In-house consultants
& construction
management.

Main/Head
Contractors

Contracted Labour

Freight and logistics providers

In-house consultants
& construction management

Equipment
manufacturers

Sub
contractors

Sub
contractors

Sub
contractors

Products and
materials market
(manufacturing)
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Supply Chain Terminology An organisation's directly engaged parties are its third parties. The parties 
which these parties engage are its fourth parties. The parties who this 
party engages are its fifth parties, and so on to ad infinitum. 

Purchasing 
Organisation Third Party Fourth Party Fifth Party Etc.

The supplier network contains all of these parties, also referred to in 
this report as the supply chain, the extended supply chain, the supplier 
ecosystem, and variations of.
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Project Supply Chains
For organisations that create or alter capital assets, i.e. head or main 
contractors, the ‘supply chain concept’ becomes more complex still. 
These construction activities are ‘projects’. 

The Project Management Institute defines a project as “temporary in 
that it has a defined beginning and end in time, and therefore defined 
scope and resources”.13 Therefore, the supplier network that is created is 
for a finite length of time only. It assembles at the commencement of a 
project, and it disbands at project close. In reality, some parties also enter 
and exit throughout the project life cycle, as their unique parcels of work 
are completed. Thus the make-up of the supplier network is constantly 
changing.

The dynamic nature of the construction project ‘supply chain’

New project identified:  
CapEx or CapManEx

Design and/or construction 
functionality outsourced

Bespoke supply chain 
assembled/engaged

At project end, bespoke supply 
chain disassembled

Project "institutional 
knowledge",  networks and 

culture lost

Bespoke supply chain delivers
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Organisational ‘Supply Chains’ for Project Sponsors 
in the Construction Industry - Small network due to 
common supply chains

Organisational ‘Supply Chains’ for Project Sponsors 
in the Construction Industry - Large network due to bespoke supply chains.

Organisational Supply Chains

Therefore, organisations that commission or manage capital works 
projects – whether these be new works, extensions, or alterations - 
will commission or manage a dynamic supplier network.

Parties that commission or manage multiple capital works projects will 
be subject to multiple supplier networks. For these organisations, the 
total number of parties in all the supplier networks combined is what 
constitutes their organisational supply chain. 

Some organisations may require only a small number of external 
suppliers for each project, selected from a relatively small pool of 
providers. The same suppliers will therefore be present in multiple 
project networks, thus simplifying the overall organisational network. 
Providing these suppliers do not engage in a high degree of 
outsourcing, the number of parties in the overall network is minimised.

However, for those organisations involved in highly bespoke asset 
creation or alteration, there is a potential for each project supply 
network to be highly bespoke in response. If these suppliers also 
engage in a high degree of outsourcing, the total number of suppliers 
in the organisational network will be substantial.

The same is true for parties that work across large geographies or 
multiple jurisdictions – the organisational supplier networks expand  
in response.

Project Sponsor 
/Main Contractor

Project Sponsor 
/Main Contractor

Project Supply 
Network

Project Supply 
Network

Project Supply 
Network

Project Supply 
Network

Project Supply 
Network

The suppliers engaged in a single 
network are replicated across all 
networks.

The suppliers engaged in a single 
network are specific to that 
network

Project Supply 
Network

Project Supply 
Network

Project Supply 
Network
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Supply Chains in Flux

Yet, as per the nature of the individual project supplier network, these 
organisational networks are not static.

They are assembling and disassembling as projects start and 
finish as well as throughout. For those with many different project 
networks, the result can be a massive amount of churn within their 
organisation’s overall supplier network.

Keeping track of who is in your network can be a formidable 
challenge.

The Potential Churn Within An Organisation’s Supplier Network

Project Supply
Network

Project Supply
Network

Project Supply
Network

Project Supply
Network

Project Sponsor/
Main Contractor
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Long Term Supply Agreements

For those organisations involved in maintenance and operations, there 
may be long-term supplier agreements with a fixed number of external 
organisations, thus reducing the churn in the network. However, the 
organisational network may still be in flux as these third parties vary their 
own supply arrangements.

To think that even these supply networks are static would be a fallacy.

What is Supply Chain Risk?

The Project Management Institute defines risks as “an uncertain event or 
condition that if it occurs, has a positive or negative effect on a project 
objective.” Thus a risk is not an event or occurrence which has already 
beset a project. It is an event that might happen14. When the event occurs, 
it is no longer referred to as a risk. It is now an issue that must be directly 
responded to.

In the context of this report, supply chain risk refers to any potential event 
or issue associated with any entity within the network that if experienced, 
would have a negative knock-on effect on organisational objectives. Thus 
supply chain risk management is the management of these risks, not 
the direct management of the individual parties within the supply chain 
network.

Responsibility for Risk

As per the dynamic nature of the supply networks, an organisation’s 
supply chain risk profile is also constantly changing as each project moves 
through its life cycle - from tender, to contract award, delivery, and the 
managing of ongoing liabilities. The formal identification, monitoring 
and management of specific project risks arguably sit with the assigned 
project manager for each phase. However, senior management and the 
board of directors are ultimately responsible for risk management within 
an organisation and must clearly assign risk management responsibilities 
and then govern these risk management activities.

Source of Risk

An individual risk can have many causes, including a particular supplier 
organisation, specific individuals within that organisation, or the external 
environment within which that organisation operates.

Thus, these risks can be internal and relate to actions the party has 
control over – performance, compliance, and criminal activity – or be 
external - such as supply chain disruption - and be associated with the 
unpredictable world that we live in.

An organisation’s exposure to ‘supply chain risk’ is influenced by the 
parties they choose to engage with, who these parties choose to engage 
with, and how well risks are managed and responded to once under 
contract.
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Key  
Takeaways

 → An organisation’s supply chain is the total 
of all project supply networks combined.

 → Construction industry supply chains are 
in a constant state of flux, the extent 
of which depends on an organisation’s 
individual context and choices.

 → Every party in the construction 
network has a unique risk profile.

 → Organisational risk profiles 
are in constant flux.

Supply Chain Risk Terminology

PARTY IN THE SUPPLY CHAIN: ASSOCIATED RISK TERM: ALSO KNOWN AS:

The Seller i.e. The Main/Head Contractor 
(The First Party)

First Party Risk Internal Risk

The Buyer i.e. The Project Sponsor or The Client 
(The Second Party)

Second Party Risk Client Risk

The Supplier or Service Provider i.e. 
Subcontractors 
(The Third Party)

Third Party Risk Supplier Risk Supply Chain Risk 
Supply Network Risk 
Supplier Network Risk  

Parties Engaged by the Subcontractor 
(The Fourth Party)

Fourth Party Risk Extended Supply Chain 
Risk 
Extended Enterprise 
Risk 
 

Parties Engaged by the Subcontractor 
of the Subcontractor  
(The Firth Party)

Fifth Party Risk

And so on. Sixth Party Risk, etc.

Terminology can be confusing and is often applied differently both within 
and across the industry. The following table outlines how terms are used 
within this report, noting they are relative to an organisation's position 
within the supply chain.



Current Industry 
Trends
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Perceptions of Outsourcing

As noted, the construction industry’s reliance on third parties can be 
extremely high. But is this changing?

To find out, participants were asked to comment on their reliance on third 
parties, over the previous five years, and the next five years. 

Findings suggest that despite an increase in the past 
five years, this reliance on third parties may increase 
further for some organisations. 

This is regardless of the sector they operate within. This mirrors global 
trends in business overall, Deloitte reporting “a growing dependence 
on critical third party relationships” in their 2020 Third-party risk 
management global survey.15

The only participants to note any decreased reliance over the previous 
five years were those involved in the mining sector. However, even these 
participants did not believe it would decrease any further going forward. 

Those participants who believed the reliance on third parties to have 
stayed about the same were all involved in constructing new capital 
assets, a sector known to be heavily reliant on subcontractors. Again, 
most of these participants believed this reliance would either stay the 
same or increase going forward. 

Interestingly, the small number of participants who believed reliance may 
decrease going forward were all Commercial Managers involved in public 
sector projects. They believed sourcing to be more challenging than in 
the past. This suggests that difficulty finding external providers may be 
motivating some to move certain activities in-house.

4%
6%

54%

40%
42%

Reliance on Third Parties over Past 5 Years Reliance on Third Parties over Next 5 Years

54%

Reliance on Third Parties
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Perceptions of Ease of Sourcing 
Suitable Third Parties

Perceptions of Sourcing Trends

 Less challenging than in the past

 Staying about the same level of challenge

 More challenging than in the past

 Not that challenging

 Highly variable

 Very challenging

Ease of Sourcing Third Parties

Sourcing suitable third party providers is not always easy. 

Participants were asked the question: How challenging do you believe 
it is for your organisation to source suitable third parties?

Two thirds of participants confirmed that they found this either highly 
variable or very challenging.

33%

44%

33%

48%

34%

8%

There was almost unanimous agreement that this sourcing is not 
getting any easier.
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Perceived Trends in the Construction Sector 
Business Environment

Participant Feedback on Risk Profiles and Cost 
of Doing Business

→ The complexity of the compliance The complexity of the compliance 
environment is increasing.environment is increasing.

→ The technical complexity of The technical complexity of 
business activities is increasing.business activities is increasing.

→ The commercial and contractual The commercial and contractual 
complexity of business activities  complexity of business activities  
is increasing.is increasing.

 Generally Decreasing

 Staying about the same

 Generally Increasing

 Decreasing

 No Impact

 Increasing

 Other
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The Construction Sector 
Business Environment

All the time, the business environment is becoming more complex. 

Participants were asked questions on trends in compliance, and the 
technical, commercial, and contractual complexity of their business 
activities. Additional questions followed on the impact this would have on 
their organisational risk profiles.

The majority of participants agreed that:

6%

0%

4%

0%

4%
8%

88%88%

0% 0%

19%
17%

94%

Complexity of compliance

Organisational risk profile

Technical complexity Commercial & contractual
Complexity

Cost of doing business

83%
81%

Subsequently, the risk profiles of organisations are increasing in 
tandem.
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How Pressures On An Organisation Compound To 
Increase The Cost Of Doing Business

From the micro to the macro, complexity and regulation is driving 
cost.

These issues are all interconnected. Technical complexities on 
specific projects require more complex contracts and risk share 
arrangements. The compliance environment increases in response 
to more complex projects and society’s expectations in general. 
Organisational risk profiles increase, and inevitably the cost of doing 
business goes up in parallel.

Increase in cost of 
doing business

Increase in organisational 
risk profile

Increase in compliance 
obligations

Increase in commercial & 
contractual complexity

Increase in technical 
complexity of specific 

business operations
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All players in industry are subject to the same pressures. Therefore, as the 
cost of doing business increases, the barriers of entry increase, and the 
number of players in the market may decrease.

At best, this lifts the performance of industry overall. At its worst, this 
could increase the likelihood of uncompetitive behaviour and stagnate 
innovation.

Either way the pressures on industry can lead to a 
balancing act. 

Outsourcing can lead to an increase in both management and risk 
management measures. If an entity is required to look beyond their 
territorial jurisdiction for suppliers, this cost can increase even further.

Cost reduction in one area can lead to a cost increase in another.

Need to keep costs down

The Outsourcing Balancing Act

The Balancing ActKey 
Takeaways

Need to invest in third party 
risk management

 → The business environment is 
becoming more challenging, 
more risky, and more costly.

 → Finding suitable third parties can 
be a significant challenge.

 → Outsourcing is a double edge 
sword – it is both the solution to 
and the creator of problems.
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What is the construction supply chain, 
and what complexity exists within it?

ChallengesKnowing the 
Supply Chain
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When a third party is engaged, 
this action does not mean that 
obligation always shifts neatly to 
one singular party.

Often it is the transfer of obligation onto the third party and their supply 
chain. If the supplier provides products or materials, their supply chain will 
include every party up to the raw material providers.

It is a challenge to know every party in such a long chain and an even 
greater challenge to know what they all do and how they all do it.
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Levels Of Participant Confidence In Their Organisation’s Ability To Name Its Supply Chain

 1

 2

 3

 4

 5

Yet, for an organisation to know its total supplier network, it must map 
this relationship line for every third party it engages.

To this end, participants were asked to rate their confidence in their 
organisation’s ability to name every party in its supply chain. 

Where a rating of 1 was no confidence, and a rating of 5 was 
complete confidence, only 11% of participants were fully confident this 
was possible. 10% of participants had no confidence at all.

The vast majority of participants with the lowest levels of confidence 
had extremely high levels of outsourcing, with 70% or more of project 
spend going to external organisations. 

However, beyond this, there was no discernible trend. Business 
groups differed, jurisdictions differed, and spending included OpEx 
and CapEx. Even annual revenues of participant organisations varied 
from $5 million to over $3 billion.

Participants with the most confidence in their organisation’s supply 
chain knowledge represented organisations with:

• Lower revenues,

• Involvement in lower value projects 

This is logical. Lower value projects and lower revenues may indicate 
smaller projects - fewer suppliers - and fewer projects overall.

For the majority of participants, however, there was no shared 
context to shape their responses. This suggests that the ability of 
an organisation to know or not know its supply chain is not wholly 
dictated by its context. Therefore, consciously choosing or not 
choosing to know the supply chain must be a factor.

Identifying the Supply Chain
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Transparency of the Supply 
Chain

Despite so many participants having some level of confidence in their 
organisation’s ability to name its supply chain, this confidence did not 
extend to transparency over the actions of suppliers themselves.

Participants were asked the question: Do you believe that your 
organisation, as a whole, has sufficient transparency over the actions and 
activities of its third parties and extended supply chain that do not take 
place on the project site and/or within the physical boundaries of your 
organisation?

65% of participants responded no. 

In short, two-thirds of participants believed there was 
not enough transparency around activities that could 
not be observed directly. 

This was not an unexpected response.

‘Construction management’ has traditionally been focused on only the 
activities that take place on-site – it is visibility over these that is the 
primary mandate, and purpose of head contractors. Site is the open-air 
equivalent of the factory floor. The responsibility for the management and 
oversight of activities elsewhere generally sits with others, whether they 
are a third party or farther removed.

However, the abdication of this responsibility does not mean that 
associated risk is neatly ring-fenced by a contract. The effect of 
unmanaged risk by the supply chain can still be felt downstream.

This is particularly relevant in the context of products or materials where 
any deficiency in quality – including with code compliance - may not be 
identified in real-time and may result in either an unexpected programme 
delay or a latent defect in a product or material that emerges only years 
later and potentially when there may be no ability to enforce a warranty or 
make a claim.

A lack of supply chain transparency and visibility overall was quoted 
by many participants as one of their most significant supply chain risk 
management challenges. This was especially true if the supply chain was 
based offshore.
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Perceptions of Transparency Over Supply Chain Activities 
that Occur ‘Off-site’

Commercial Managers were the only role type for which over 50% 
believed there to be sufficient transparency. This contrasts with those 
in operations, where only 20% of these participants believed there to be 
sufficient transparency. 

While it was not possible within the remit of this research to confirm if 
there are fundamental differences of opinion between role types, it does 
provoke the following questions:

 → Who is responsible for monitoring ‘unseen’ 
supply chain risk on an ongoing basis?

 → Does everyone even need to be aware of it?

For some participants, this was a challenge in itself – precisely who is 
responsible for monitoring what?

One participant even asked the question: “Why does it matter? Why do 
we need to know so much about our supply chains? Once the contract is 
signed, surely the onus is on these parties to deliver, to manage their own 
risks.”

So, what are specific supply chain risks, and more 
importantly, why should industry care?

65%

35%

 Those who believed their organisation had sufficient transparency

 Those who did not believe their organisation had sufficient transparency
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Key 
Takeaways

 → Knowledge of the supply network will 
vary across the construction industry 
depending on organisational context.

 → Transparency over the actions of 
supply networks may be lacking 
for some organisations.

 → Many in the construction industry 
may not believe transparency of 
supply chains are needed.

 → An organisation can actively choose 
to know or not know the parties that 
make up its supply network.
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The Risky Reality Focusing on Here and Now 90

Risks in Direct Conflict 93

The Industry's Stark Realities 95

Risk Impacts 95

What is supply chain risk, how is it evolving and 
how is it perceived?

Challenges 
(Part 2)



Performance Risk
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Collective Risk Concern mapped beside Collective Confidence in Organisational Risk 
Management Responses

Traditional Metrics

Three things have traditionally measured success in the construction 
industry: time, cost, and quality. 

The responsibility for external parties delivering to these specified 
targets sits with either the head contractor or the in-house project 
management team. 

Projects will generally be run according to accepted project 
management principles, of which risk management is a core function. 
Thus, the assigned project manager should theoretically identify all 
potential threats to these targets as a time, cost, or quality risk and 
respond accordingly.

Participants were asked to rate on a scale of 1 – 5 how concerned 
they were about these risks in relation to the performance of 
external organisations, where 1 is not concerned at all, 3 is somewhat 
concerned, and 5 is extremely concerned. The numbers of 
participants who were somewhat concerned or more were then 
totalled. These are displayed as a percentage on the bar chart.

Participants were also asked to rate how effective they believed 
their organisation’s related due diligence protocols were as a de-risk 
strategy concerning third parties and the extended supply chain.

These responses also followed a scale of 1 – 5 where 1  is not effective 
at all, 3 is somewhat effective, and 5 is extremely effective. The 
participants who believed their organisation's due diligence to be 
more than somewhat effective were then totalled. These are also 
displayed as a percentage of total participants on the bar chart.

Consequently, levels of concern are high across all three measures. 

 % of respondents somewhat to 
extremely concerned by the risk

 % of respondents who believed 
organisational due dilligence on 
this third party risk was effective to 
extremely effective

 % of respondents who believed 
organisational due dilligence on 
this extended supply chain risk was 
effective to extremely effective0
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Considering the participant demographic - as mostly responsible 
for project risk management - these high levels of concern are as 
expected. They are also reflective of how significant these risks are in 
industry. 

Yet, while participants were concerned by these risks, a significantly 
smaller proportion of participants believed their organisation’s 
due diligence in these areas to be anything better than somewhat 
effective, the differences displayed by the bar charts. 

This misalignment could result from either the difficulty in identifying 
all specific risk events, making effective due diligence on them very 
difficult. They could also reflect a perception, or a reality, of low 
quality due diligence protocols within some organisations. As a de-
risk strategy to protect time, cost, and quality performance, these 
protocols may not be as effective as they need to be.

Furthermore, while the risk ‘failing to meet quality expectations’ 
presented as expected - where confidence in due diligence on third 
parties was higher than confidence in due diligence on parties further 
removed - the same did not apply for programme and contract price. 

This may simply be a reflection of how performance risk is passed 
on from supplier to supplier. When risks convert to issues as a 
consequence of supplier non-performance, contractual mechanisms 
can provide recompense for any flow-on effects, e.g. liquidated 
damages. In this respect, performance risk can be transferred from 
party to party down the links of the supply chain. 

Example: Should a fourth party under perform in a manner that 
negatively impacts the head contractor by triggering a claim against 
them, the head contractor would theoretically claim same from their 
third party, who would in turn claim from the fourth party. In this 
respect, if managing this risk has been outsourced via contract, it is 
arguably not yours to worry about.

83% of participants were somewhat to extremely 
concerned that an external organisation would fail to 
meet quality expectations. 

92% were somewhat to extremely concerned that 
an external organisation would fail to meet the 
programme. 

90% of participants were somewhat to extremely 
concerned that an external party would fail to deliver 
to their quoted contact price.
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Collective Risk Concern mapped beside Collective Confidence in Organisational Due 
Diligence Risk Response
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Taking a more conservative view of the data, even if those who 
were only somewhat concerned by each risk are removed from the 
totals, there is still a disconnect in relation to programme risk - 58% 
of participants were more than ‘a bit’ concerned, yet only 25% of 
participants believed their organisation’s due diligence on third parties 
was more than ‘a bit’ effective as a de-risk strategy in response. 

The data suggests programme risk to be of 
significant collective worry, a concern that keeps 
people awake at night.

48

58

Failing to meet quality Failing to meet programme Failing to deliver to contract price

50

25

37

42
44

35

42

 % of respondents concerned 
to extremely concerned by the risk

 % of respondents who believed 
organisational due dilligence on 
this third party risk was effective to 
extremely effective

 % of respondents who believed 
organisational due dilligence on 
this extended supply chain risk was 
effective to extremely effective
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Key 
Takeaways

 → Meeting time, cost, and quality targets is the 
primary purpose of traditional construction 
project management. This is reflected in 
attitudes towards risk in these areas.

 → Consistently effective due diligence 
on external organisations may 
be a weakness in industry.

 → Performance risk can be outsourced 
under the contract. 
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Collective Risk Concern mapped beside Collective Confidence in Organisational Due 
Diligence Risk Response

Organistions lacking technical proficiency

77%

33%

42%

81%

17%

29%

Losing a key person

The Skills Shortage

There are an almost infinite number of specific risks, which, if realised, 
could impact time, cost, and quality targets on any single project. 

However, in construction as a service-based industry, the quality of 
individuals and their respective knowledge, experience, and skill sets 
is a crucial determinant of success.

For some participants, a lack of skilled resources is one of their 
greatest supply chain risks. For others, the challenge is as basic as 
ensuring sufficient English language skills are present. Others still 
noted what they perceived as high reliance on labour hire companies 
within vertical construction and how this was clouding transparency 
over the quality of individuals onsite.

The media has reported on skill shortages in the construction 
industry for years. Both the Australian and New Zealand governments 
continually list construction-related occupations as eligible for work 
visas in an attempt to meet industry demand.16 

Participants cited poor political decision-making around 
apprenticeship schemes and the boom-bust cycle as potential 
underlying reasons. Regardless of the reason, the current situation is 
one of skill shortages across all aspects of the industry, from project 
management to the trades.

To this end, participants were asked to rate their level of concern in 
relation to an external organisation’s technical proficiency and the 
confidence they have in their organisation’s related pre-contract due 
diligence as a de-risk response. Responses are displayed in the  
bar chart.

 % of respondents somewhat to 
extremely concerned by the risk

 % of respondents who believed 
organisational due diligence on 
this third party risk was effective to 
extremely effective

 % of respondents who believed 
organisational due diligence on 
this extended supply chain risk was 
effective to extremely  effective

77% of participants were somewhat to extremely concerned that their 
supply chain may be lacking in technical proficiency. 

Confidence in organisational due diligence as a de-risk strategy was 
low in comparison. Only 33% of participants believed due diligence to 
be beyond somewhat effective in de-risking third parties.

Participants were also asked to rate their level of concern in relation to 
an external organisation losing a key person, and again, confidence in 
their organisation’s due diligence as an effective de-risk strategy. 81% of 
participants were somewhat to extremely concerned by this risk, with 
faith in due diligence on third parties significantly lower at only 17%.
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Collective Risk Concern mapped beside Collective Confidence in Organisational Due 
Diligence Risk Response

The most basic strategy to effectively de-risk this area would be to 
identify the key persons. For this, sufficient supply chain transparency 
is needed.

Even when participants who were only somewhat concerned by these 
risks are removed from the data, concern remains relatively high in 
relation to losing a key person.

0

10

20

30

40

50

60

70

80

90

100

48% 46%
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42%

29%

Organistions lacking technical proficiency Losing a key person

 % of respondents concerned 
to extremely concerned by the risk

 % of respondents who 
believed organisational due 
diligence on this third party 
risk was effective to extremely 
effective

 % of respondents who 
believed organisational due 
diligence on this extended 
supply chain risk was effective to 
extremely effective
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Key Takeaways
 → To understand key skills within the 
supply chain and how critical these 
might be, an organisation requires 
knowledge of the supply chain.

 → Losing a key person in the supply 
chain is a significant risk. Some 
organisations may not be responding 
to this as well as they could be.

 → The construction industry is 
suffering from severe skill shortages 
elevating this risk further.

Key 
Takeaways
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Levels of Risk Concern mapped beside Confidence in 
Organisational Due Diligence as an Effective Response

Financial Robustness

Any sign that the external party may not be meeting overall time, 
cost, and quality objectives is, for the most part, highly visible. For 
contracted parties working on-site or within the organisation's 
physical boundaries, identifying potential issues in these areas can 
arguably occur in real-time. For tasks occurring off-site, there may be 
a lag. 

However, considering the tracking of these areas is a core focus, if 
not the core focus of main/head contractors and in-house project 
managers, early warning of any issues is likely. These parties can apply 
a mitigation strategy at the first sign of a potential problem.

What may not be so easy to identify in advance are the risks that 
directly underpin an organisation’s ability to deliver at all. 
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54%

73%

Not honouring  
warranties/guarantees

Experiencing insolvency during 
contract delivery

40%

31%

52%

38%

 % of respondents somewhat 
to extremely concerned by the risk

 % of respondents who 
believed organisational due 
diligence on this third party 
risk was effective to extremely 
effective

 % of respondents who 
believed organisational due 
diligence on this extended 
supply chain risk was effective to 
extremely  effective

These risks include the potential for insolvency during contract 
delivery, which in turn has the knock-on effect of potentially voiding 
the power to enforce future obligations around warranties and 
guarantees. This risk is impactful in New Zealand, where joint and 
several liability still exists within construction. 

These risks essentially relate to the financial robustness of an 
organisation but can remain hidden until they suddenly convert into 
hugely impactful problems.

Participants were asked to rate how concerned they are about these 
risks in relation to external organisations. 

Where 1  is not concerned at all, 3 is somewhat concerned, and 
5 is extremely concerned, 73% of participants were somewhat 
to extremely concerned about the risk of an external party not 
honouring a future obligation. 

54% of participants were somewhat to extremely concerned by the 
risk of a supply chain insolvency during contract delivery, with one 
participant noting, “too much pressure [on the supply chain] may 
result in liquidation”, suggesting low levels of confidence and choice in 
their supply chain overall.

Participants were also asked to rate how effective they believed their 
organisations’ due diligence was in relation to these risks.

While concern about meeting future obligations was high, 
associated confidence in due diligence practices was relatively 
low in comparison. Interestingly, the risk of insolvency had a better 
alignment between these two measures.

This likely reflects how parties can leverage financial metrics from 
past and present to assess current financial robustness. However, with 
many liabilities stretching years into the future, managing the risk of 
dishonouring these can be challenging.
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Levels of Risk Concern mapped beside Confidence in Organisational Due Diligence as an 
Effective Response

If the participants who were only somewhat concerned by these risks 
are removed from the data, it becomes apparent that insolvency 
during contract delivery was not a significant concern for most. Only 
21% of participants were anything more than somewhat concerned by 
this risk. Confidence around associated due diligence was also high 
in comparison. The percentage of participants who were concerned 
about meeting future obligations was also significantly lower at 40%. 

If this data is reflective of industry as a whole, it is arguably 
troubling. The construction industry historically accounts for a 
disproportionately high number of corporate insolvencies. Yet, 
as highlighted by Australia’s Building Confidence report and New 
Zealand’s ongoing leaky building challenges, latent defects are a 
serious industry concern. If the parties responsible are no longer 
around, who will foot the bill?

While financial robustness in the short term 
may be assessed with relative confidence, 
having confidence that the industry can meet its 
responsibility to clients, consumers, and end-users 
beyond the immediate future is problematic.

21%

40% 40%

31%

52%

38%
 % of respondents concerned 

to extremely concerned by the risk

 % of respondents who 
believed organisational due 
dilligence on this third party 
risk was effective to extremely 
effective

 % of respondents who 
believed organisational due 
dilligence on this extended 
supply chain risk was effective to 
extremely  effectiveNot honouring warranties/guarantees Experiencing insolvency during contract delivery
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Key 
Takeaways

 → Financial robustness is a sleeper risk - 
there may be little public knowledge of a 
pending problem until failure occurs.

 → The assessing of financial robustness 
before contract award needs to 
acknowledge future obligations.

 → When real risks convert to real-
world problems, they’re often made 
'someone else's problem’.
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Emerging Performance Risk: 
Corporate Social Responsibility 
| Social Licence | Broader 
Outcomes

Traditional time, cost, and quality targets are no longer the only judge of 
project success. Increasingly, projects are subject to performance targets 
that focus on the value-add to society and the environment beyond the 
time, cost, and quality paradigm.

In The Private Sector

Believed to have been coined by American economist Howard Bowen in 
his 1953 publication Social Responsibilities of the Businessman, 17 the idea 
of Corporate Social Responsibility essentially focuses on the need for a 
business to give something back to wider society (including more respect 
for the environment).

The philosophy that underpins this is the belief that companies derive 
their right to exist from society. It is this belief that underpins the need for 
mining companies to increasingly consider social licence in their strategic 
planning and is the issue driving the energy sector’s move away from fossil 
fuels. Many of their business initiatives are not legal requirements but 
strategy decisions designed to ensure long-term business sustainability 
for the companies affected.

While this philosophy has since evolved into a number of concepts – social 
licence, triple bottom line accounting, ‘ESG’, sustainability targets – the 
same basic principle remains - the need to create value beyond  
financial profit.

In the Public Sector

Public sector agencies often describe these targets as broader outcomes. 
Unlike the private sector, these expectations are mandated by various 
government procurement 'rules':

• “Price is not the sole factor when assessing value for money. When 
conducting a procurement, an official must consider the relevant 
financial and non-financial costs and benefits of each submission 
including... environmental sustainability... [and] broader benefits to the 
Australian economy...” 18 Australian Government Department of Finance

• “The Government Procurement Rules help to support good market 
engagement, which leads to better outcomes for agencies, suppliers 
and New Zealand taxpayers. [They] also help to: promote broader 
environmental, social, cultural and economic outcomes.” 19 New Zealand 
Government Procurement Rules

Impact on Industry

However, regardless of label, contracts are increasingly leveraged to meet 
these objectives, bringing with it the obvious – the risk of failure to meet 
these performance targets. 

Participants were asked a series of questions around this issue.
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Levels Of Reliance On External Parties To Meet CSR 
Related Targets And Objectives  
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Levels Of Challenge Involved In Sourcing Suitable 
Third Party Providers

Participants were asked to what extent their organisations must engage 
third parties to meet these targets. 

The bar chart shows levels of reliance. Where 1 is no reliance, and 5 is 
100% reliance, only 6% of participants did not rely on third parties to any 
extent for these objectives. All sectors surveyed were affected. 

Participant Organisations Involved in 
CSR Type Initiatives

 Involved in CSR type initiatives.  Not involved in CSR type initiatives

33%

6%
3%

23%
20%

26%

34%37%

43%

8%

0%

67%

 1  2  3  4  5  1  2  3  4  5 

Yet, sourcing suitable third parties is not always easy. Participants were 
asked to rate this challenge on a level of 1 – 5, where 1 was not challenging 
at all, and 5 was extremely challenging.

43% of respondents selected 4 as the measure of difficulty, also the most 
common response.

No participant in a senior leadership position (C-Suite or Director) rated 
the level of challenge above a 2. Those selecting 4 were predominantly 
involved in operations.

67% of participants across all sectors surveyed were involved in contracts 
or workstreams involving corporate social responsibility style targets or 
obligations.

Project sponsors can leverage construction projects to add value beyond 
profits in several ways, including:

• Having a requirement to engage a local supply chain

• Providing opportunities for education and training during contract 
delivery

• Mandating workforce or supplier makeup targets associated with 
gender diversity, disability ratios, Indigenous participation, etc.

no reliance 100% reliance not challenging at all extremely challenging
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Extent To Which Eligible Third Parties Are New Market 
Entrants

Levels Of Concern In A New Market Entrant’s Ability To 
Discharge Their Contract Obligations

Participants were also asked to what extent eligible third parties were also 
new market entrants. 

Only 23% of participant organisations had not experienced these eligible 
third parties as new market entrants. For all others, eligible third parties 
included new market entrants to some extent.

Participants were asked if they harboured concerns about working with 
new market entrants; and more specifically, if they were confident these 
parties could successfully meet their contractual obligations.

The bar chart shows levels of concern, where 1  is not concerned at all and 
5 is extremely concerned.

 

It is not unreasonable to conclude it is hard for many new market entrants 
to gain confidence from the incumbents in market.

 1  2  3  4  5 

23%

3%

40%

20%20%

14%
17%

49%

14%

0%

49% of participants had high levels of 
concern over a new market entrant’s ability 
to meet contractual obligations.
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Impact on Organisational Risk Profiles

So what impact are these targets having on organisational risk profiles, 
and are the risks worth it?

When asked this question, responses were mixed. Participants cited low 
and high impacts on organisational risk profiles, as measured by financial, 
operational, and reputational damage. Specific challenges that elevated 
risk profiles generally related to competent resources: the difficulty of 
sourcing it for these targets, the fact that targets sometimes eliminated 
otherwise eligible suppliers, and the risk that came with client mandated 
parties, especially if they were new market entrants.

On the flip side, one participant commented on how their organisation 
had been able to source several new employees through an access 
scheme to identify eligible parties. Their experience had been so positive 
that some of these individuals had been offered permanent contracts 
following project end—an example of what good can look like when 
implemented well.

However, what was evident through the survey feedback was the high 
level of cynicism around the issue. Multiple participants viewed the 
exercise as of questionable value. This belief was particularly prevalent 
among those parties who believed their organisational risk profiles had 
increased as a result but for no appreciable benefit.

Comments were made such as "[this is] a lot of effort for less tangible 
returns as the client does this for image purposes only" and "people 
both internal and external don't really understand this requirement, and 
therefore [the] ability to meet actual targets is impacted because they 
aren't aiming for actual CSR targets".

Subsequently, confidence in reporting 
as a mechanism to drive these initiatives 
forward was low among some participants. 
A recurring theme was it was too easy to 
manipulate the information. Participants 
believed these targets risked becoming 
nothing more than a "tick the box response 
rather than in-depth analysis" unless policed 
correctly.

Participants were also asked to comment on reporting requirements 
to gauge the level of oversight in motion - essential for maximising any 
initiative's chances of success.

Feedback suggested the most common approach to be monthly 
reporting, but with some organisations reporting as infrequently as 
quarterly or even annually. Organisations reporting more frequently than 
monthly were in a small minority. A small number of participants had 
experienced zero discussion of these initiatives beyond the contract 
award phase.

Comments such as "clients do not typically follow through with these 
obligations and they do not bite those that disobey" reinforced  
this concern.
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Key 
Takeaways

In situations lacking sufficient oversight and auditing, it is not difficult to 
see why multiple participants believe these initiatives "do not bring change 
at all", are "somewhat irrelevant", and "tokenism only".

As pointed out by one participant, "the key is a client valuing them". 

In short, participants have no objections to the concept of CSR, but do 
object to the quality of its implementation in some cases.

This view was also strongly reflected in relation to broader outcomes. 
While the survey focused on the role of third parties in these initiatives, 
participants also made clear the challenges encountered when faced with 
this issue as an open tender question. In some cases, the contractor has 
been asked to propose how they might achieve broader outcomes for the 
client, often a public sector entity. However, there is an obvious limitation 
to this approach as expressed by participants. The contractor does not 
understand the problem that the broader outcome should be solving. 

In the instances described, the contractors were provided with no 
direction around the actual needs of the client. Instead, they were left 
guessing as to what might add the most value (socially or environmentally), 
because in truth, they didn't know, and arguably couldn't possibly 
know. It was highlighted by multiple participants that those who work 
in construction are skilled in construction – they don't have the core 
competencies required to solve social and environmental problems as 
part of a tender. To quote one participant, "it's a lazy and unfair approach 
to this issue". 

Again, participants highlighted that for these initiatives to work, there had 
to be a "real desire for change".

For other participants, what they believed to be extreme hypocrisy had 
been experienced and described what they believed to have been blatant 
racism when introducing their fully qualified and ethnically diverse project 
team during a tender interview. This experience raised questions for them 
around the accountability of evaluation panels and the transparency of 
the process.

For those subject to internally driven initiatives, one participant also made 
the comment "messaging from the company CEO is just corporate patter. 
There is a huge disconnect between what happens onsite and what senior 
leadership formally communicates".

 → There exists significant cynicism in industry 
around corporate social responsibility 
and ‘broader outcomes’ type initiatives.

 → To drive meaningful results, good 
intentions must be meaningful 
and meaningfully managed.

 → Client mandated initiatives can reduce the 
control a construction management party 
has over the selection of their suppliers. A 
worst-case outcome is that the project’s 
risk profile is elevated as a result but 
with neither sufficient compensation 
nor a return on this elevated profile.



Uncertain 
World
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→ Trade wars

→ Natural disasters

→ Extreme weather events

→ Economic sanctions

→ Civil unrest

→ Strikes

→ Global pandemics

Perceptions Of Understanding Of Supply Chain 
Exposure To Force Majeure

31%

Exposure to Force Majeure

Described by Oxford Languages as “unforeseeable circumstances 
that prevent someone from fulfilling a contract”, Force Majeure is 
most often associated with events outside a supplier’s control that 
prevent the supplier from performing. 

Participants were asked a range of questions about how their 
organisations addressed this risk.

69% of respondents believed that their organisation had a clear 
understanding of both its third party and extended supply chain’s 
exposure to force majeure events, which can include:

Any one of these events can disrupt any aspect of the supply 
network, including the cost and availability of plant and machinery, 
products, materials, and skillsets.

Confidence in organisational understanding was generally higher 
among those parties with higher revenues and was notable regarding 
those in Utilities.

69%

 Had a clear understanding of supply chain exposure

 Didn't have a clear understanding of supply chain exposure

65% of participant organisations regularly monitored these risk profiles to 
enable early warning of potential issues. However, there was no discernible 
correlation between those who believed they had a clear understanding 
and those that monitored, e.g. some participant organisations with 
substantial revenues did not regularly monitor and update these supply 
chain risk profiles. 

The converse was also true – some participants did not feel their 
organisations had a clear understanding of their risk exposure but 
monitored what they could.

However, 17% of participants answered no and no, including some from 
organisations of substantial size. 

Proportion Of Participant Organisations That Regularly 
Monitor And Update Risk Profiles For Early Warning

35%

65%

 Regularly monitored and update risk profiles

 Didn't regularly monitor and update risk profiles
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Proportion Of Organisations Negatively Impacted By COVID-19
The Impact of COVID-19

Participants were asked if their organisations had been negatively 
impacted by COVID-19. 83 % responded with yes.

17%

83%

 Yes, negatively impacted by COVID-19

 No, not negatively impacted by COVID-19 Those that reported no impact tended 
towards involvement in OpEx construction 
activities, e.g., the minor upkeep of assets. 
All others experienced negative impacts. 
These included:

→
Impacts directly associated with 
addressing the virus risk itself

→
Impacts associated with global 
supply chain disruption

→
Impacts associated with future 
economic uncertainty

These themes were consistent across all sectors represented by the 
participants.
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Future Economic Uncertainty

Indire
ct Pandemic Consequences 

Direct Pandemic 
Consequences:

• Increased overheads for COVID safe working
• PPE Shortages
• Increased Cleaning Costs
• Payments Confusion
• Programme delays, eroded margins & exposure to 

liquidated damages

Future Economic 
Uncertainty:

• Pipeline Uncertainty
• Reduced Credit Available

Indirect Pandemic 
Consequences: 

• Increased Shipping Costs
• Material delays/shortages/longer lead times
• Skilled labour shortages

Negative Impacts Associated With COVID-19

Direct Pandemic 
Consequences
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Sea Freight Increases As A Result Of COVID-19

While some impacts were logical consequences, others were much 
less predictable. In particular, increased shipping costs resulted from a 
complex set of circumstances around globally disrupted manufacturing 
flows, global shipping container shortages, and changes in consumer 
behaviours that drove up shipping demand, thus exacerbating  
the situation. 20

In short, the pandemic upended the delicate balance of international sea 
freight supply and demand. The financial consequences on any project 
awaiting supplies from overseas have been significant. As an example of 
this extreme impact, the diagram shows the freight cost increase between 
May 2020 and May 2021 mapped against the preceding twelve months. 21

However, many (or perhaps most) organisations had not given the risk of a 
global pandemic a great deal of thought before its actual occurrence. This 
was reflected in the sudden race to assess if contracts provided adequate 
protection in this regard, noting that there is no simple or singular legal 
definition for a force majeure event. 22

The response to COVID-19 may well reflect perceptions of organisational 
preparedness overall. 

Participants were asked to rate their organisational preparedness on a 
scale of 1 to 5. Where 1 is not prepared at all, 3 is somewhat prepared, and 
5 is extremely prepared, 46% of participants believed their organisations 
were only moderately prepared.

One New Zealand based participant went so far as to note, 
“Dealing with these [risks] is reactionary... the [construction] industry is 
reactionary in general – from earthquakes to leaky buildings and now 
COVID. Measures are only put in place after the events, and contracts 
seem to be the primary method for addressing as opposed to meaningful 
preventative action”.

Yet, the industry will likely experience more force majeure events. Issues 
such as extreme climate events and economic inequality 23 (which leads 
to political instability) suggest the risk of force majeure is on the increase. 
Supply chain disruption may become more commonplace as a result.

It is also notable that climate risk is now driving changes to how many 
businesses operate. When the need to address this risk becomes a 
regulatory requirement, prices may increase, i.e. due to the rising costs 
of carbon offsets or the costs incurred through decarbonising actual 
business operations. Steel pricing provides an example of this. While some 
of these costs may be short term as industries adapt - unless anticipated 
in advance, these drivers can also create unanticipated pricing shocks 
within the supply chain.

 2021   2020

$3,000

$2,000

$4,000

$5,000

 1    2    3    4    5 

2%

31%

46%

19%

2%

Levels Of Perceived Participant Organisational 
Preparedness

$1,000 not prepared at all extremely prepared
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Key 
Takeaways

 → Best practice risk management involves 
identifying even the most unlikely of risks.

 → The world is an uncertain place, and the 
global nature of construction supply 
chains creates vulnerability to events 
far beyond immediate borders.

 → Understanding the root cause of force 
majeure risks can provide valuable 
insight into potential future compliance 
trends, e.g. decarbonised economies.



Compliance 
Risk
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Levels of Risk Concern mapped beside Confidence in Organisational Due Diligence 
as an Effective Response
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Traditional Obligations

While performance metrics relate to the why of 
doing business, compliance deals with the how of 
doing business. 

It is shaped by the various legal statutes, whether these relate 
to tax obligations, health and safety, or the environment. These 
requirements will be comprehensive and vary depending on the 
company and the nature of business operations undertaken.

In the context of construction-related activities, compliance 
obligations have traditionally focused on what happens within the 
physical boundaries of a project or site. If performance metrics focus 
on time, cost, and quality, exposure to compliance has generally 
focused on meeting health and safety, environmental management, 
and legally obligated quality measures such as national building 
codes.

Participants were asked to rate how concerned they were about 
the risk of external non-compliance in these areas. In conjunction, 
participants were also asked to rank how effective they believed their 
organisation’s due diligence was in these areas as a way to ensure the 
supply chain can manage these risks. 

The number of participants who were somewhat to extremely 
concerned by the risks were totalled and are shown as a percentage 
in the first bars of the bar chart. The number of participants who 
believed that their organisational due diligence on both third parties 
and the extended supply chain was more than somewhat effective in 
these areas were also totalled and are also shown.

Failure to meet health 
& safety obligations

71%

81% 79%

54%

44%

60%

35%
31%

46%

Failure to meet environmental 
management obligations

Failure to meet quality 
obligations e.g. National  

building codes

   % of respondents somewhat  
to extremely concerned by 
the risk

   % of respondents who 
believed organisational due 
diligence on this third party 
risk was effective to extremely 
effective

   % of respondents who 
believed organisational due 
diligence on this extended 
supply chain risk was effective 
to extremely effective
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How Effective Participants Perceive Their Organisations 
To Be In Relation To Ensuring External Accreditations 
Remained Valid

Results were as expected – people care about these risks, and confidence 
in due diligence practices as a de-risk strategy diminishes the further 
from the directly contracted party one goes. For some participants, 
non-compliance to codes and standards was one of their greatest risk 
management challenges overall.

Yet, it is imperative that these risks are managed and 
that breaches do not occur. Consequences for non-
compliance can be substantial, from multi-million-
dollar fines to the prosecution of senior management 
and directors. Akin to social and environmental issues, 
society is expecting higher accountability levels 
from companies, especially from those individuals in 
leadership and governance.

There are high profile real-world examples from recent times:

 → Opal Tower, Sydney, Quality Defects - 
multiple and on-going class action lawsuits 
against various parties involved in the 
construction of the tower in 2018. 24

 → Transmission Gully, New Zealand; 
Environmental Breach - unconsented 
earthworks and discharging sediment 
in early 2019. Contractor convicted 
and fined NZD 70,000. 25

 → Scrap Yard, Queensland: Health & Safety 
Breach resulting in an industrial manslaughter 
charge with two directors also sentenced. 26

Due to the volume of subcontracting present in construction activities, 
the importance of externally contracted parties having well-governed and 
credible risk management practices in these areas (and others likes them) 
cannot be overstated.

For evidence of compliance competencies, the industry often looks 
to accreditation by external agencies, e.g. for a third party to have an 
ISO  certification or similar. However, organisations must renew these 
certifications at set intervals. For ISO 27 accreditation, it is usually every 
three years. For others, it could be annually. 28

While many projects and work streams extend beyond 
these time frames, when asked about organisational 
oversight, only 31% of participants believed their 
organisations to be beyond somewhat effective at 
monitoring these third party accreditations to ensure 
they are in date.
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Similarly, any one of an organisation’s various insurances could have 
expired. One participant interviewed confirmed this to be the case when 
the project they were working on was internally audited – a number of 
subcontractor insurance certificates were found to be invalid.

not effective at all extremely effective
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Participants were also asked to rate on a scale of 1 to 5 how effective 
they believed their organisation was at monitoring third-party 
reporting in these risk areas and others like them. Where 1 is not 
effective at all, 3 is somewhat effective, and 5 is extremely effective, 
the vast majority of participants rated their organisations as a 3 or 
below. 

The consequence of this lack of oversight is that a third party could 
be ignorant to the risks they are exposed to or not responding 
appropriately and already be in breach on other job sites as 
demonstrated through fines or current charges. As an example, 
a subcontractor could be subject to multiple health and safety or 
environmental lawsuits outside the boundaries of the job site or 
contract. This knowledge would ring alarm bells of a much-elevated 
risk profile. However, if there is no requirement to report on these 
charges, this information is unlikely to be known.

Yet why care so much about doing due diligence in these areas?

The following stat is probably a good reason. 

Participants were asked: Do you believe that your 
organisation’s supply chain as a whole is both 
fully aware of and understands all statutory and 
regulatory obligations applicable to it? 

Less than 50% of participants answered yes.

Doubt was present in all sectors.

This statistic suggests that rather than there be deliberate 
complacency on the part of the external party, some parties 
operating in industry may be genuinely unaware of the regulatory 
framework within which they provide services.

Perceived Effectiveness Of Due Diligence To Ensure 
Compliance Risk Is Reported
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Participant Perceptions Of Supply Chain Understanding 
Of Statutory And Regulatory Obligations
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understands their obligations 

  No - supply chain is not fully aware and 
does not understand their obligations 

54% 46%

6%

not effective at all extremely effective

35%

40%

11%
8%



1 – Challenges 2 – Responses 3 – Opportunities Compliance Risk 72

Key 
Takeaways

 → The need to be compliant is crucial. 
Yet many suppliers are considered weak 
in their compliance understanding. 
Some organisations may be doing 
nothing to address this weakness.

 → The consequences of non-
compliance are increasing in severity 
and can include the prosecution of 
directors and senior managers.

 → Leveraging external accreditations 
can aid with compliance oversight 
– however, these accreditations 
expire, thus require monitoring.
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Emerging Compliance 
Obligations: Modern Slavery

One of the most recent and high profile compliance obligations to 
come into force in Australia is the Modern Slavery Act 2018. This Act 
requires “entities based, or operating, in Australia, which have an 
annual consolidated revenue of more than $100 million, to report 
annually on the risks of modern slavery in their operations and supply 
chains, and actions to address those risks.” 29

To this end, participants operating in Australia were asked: Do you 
believe that your organisation overall has a clear understanding of 
what modern slavery might look like in its extended supply chain and 
how to address it?

62% of participants answered yes.

But what actually is modern slavery?

Pinning down a definition is not straightforward and knowing what to 
look for in supply chains is not easy. The Australian Act refers to both 
the Criminal Code and two Australian Treaties in pursuit of this.

The legal definition is set out in International Law, 30  yet as the United 
Nations itself has commented:

“Definitions have caused controversy for two reasons: first, there are 
differences of opinion about which practices should be categorized 
as slavery and thus designated for elimination; second, definitions 
have often been accompanied by obligations on States”.  31

This complexity is reflected in individual participant 
feedback – what we would consider completely 
unacceptable and exploitive working conditions in 
Australia and New Zealand might be perfectly legal 
in less developed countries. Are these practices to 
be considered akin to slavery?

So despite the relative confidence among the 60%, the 40% who 
didn’t feel they had a clear understanding of the issue were perhaps 
the realists.

Percentage of Participants who Believed Their Organisation Had a Clear Understanding of What Modern Slavery 
Might Look Like in their Extended Supply Chain and How to Address It

38%

62%

 Yes - believed

  No - didn't believe
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Modern Slavery in Australia and New Zealand

In simple terms, modern slavery is the “severe exploitation of other people 
for personal or commercial gain [and] where people are controlled - they 
can face violence or threats, be forced into inescapable debt, or have had 
their passport taken away and are being threatened with deportation.” 32

In short, if you see, hear, or suspect that a worker is in some form of 
coercive situation, there may be cause for concern. This is particularly true if 
they are in a low skilled role and on a low margin and high-pressure project.

This is not as rare an occurrence as we would perhaps like to believe. In 
2020 KPMG in conjunction with the Australian Human Rights Commission 
released a report into this issue. According to this report: “Globally, around 
7 per cent of the workforce is employed by the property and construction 
sector and an estimated 18 per cent of modern slavery victims are 
found in the construction industry. Significantly, at least 22 per cent of 
forced labour victims are found in the manufacture and production of 
raw materials including in forestry, mining and quarrying − key suppliers 
for property and construction. Additionally, building materials are often 
sourced from high-risk geographies known to be associated with poor 
working conditions and forced and child labour. ” 33

While we may have visions of modern slavery as the high profile case of 
the Uyghurs in China (incidentally most recently associated with solar 
panel production) 34 , modern slavery has been found closer to home, 
whereby “Korean workers in debt bondage have been found in Australian 
construction sites, building offices and residential blocks. The workers 
had no employment contracts and no agreement on rates of pay or 
conditions. Hired through contractors and subcontractors, the workers 
did not receive appropriate training or protective equipment. They 
were told to use each other’s safety induction cards as subcontractors 
turned a blind eye to reduce costs.  To repay the loans to recruitment 
and migration agents, the workers’ salaries were deducted with 
exorbitant interest rates, along with rent, food and other expenses. 
They were crowded into small rooms with seven or eight people for 
accommodation.” 35  This was only five years ago.

Coincidentally, one participant confirmed having observed similar 
behaviours on a site in New Zealand – overseas workers sharing safety 
induction cards and site access codes. At the time this was viewed 
as a disregard for Western Health and Safety protocols and a lack of 
understanding of more stringent responsibilities; in short, as ignorance. 
While it may well have been the result of insufficient preparation of 
foreign labour, more sinister elements could have been at play. Without 
sufficient awareness of what to look for and how to escalate, a site team 
is potentially impotent to act despite being at the front line in terms of 
exposure. Conversely, a lack of sufficient training and preparation of 
foreign labour prior to joining a site presents as a third party risk in its own 
right.

While New Zealand has no specific Modern Slavery Act as yet, there is 
specific provision for elements of it under the New Zealand Crimes Act 
in relation to Human Trafficking, and in March 2021 the New Zealand 
government released a Plan of Action specifically against Forced Labour, 
People Trafficking and Slavery. 36

The bottom line is that modern slavery will 
be present within the sectors discussed in 
this report; extensive outsourcing, remote 
job sites, and cost pressures incentivising 
exploitative behaviours. This issue presents 
as a challenge within the territorial 
boundaries of Australia and New Zealand, 
and even more so when offshore supply 
chains are engaged.
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What elimination of Modern Slavery really means 
for a company

According to the KPMG report and based on government guidance, 
effective company responses to the modern slavery reporting 
requirement “should be grounded in the human rights due diligence 
framework outlined in the 2011 United Nations Guiding Principles on 
Business and Human Rights (UNGPs)” which essentially requires a 
business to discuss risk in the context of “risks to people rather than 
risks to the business”.

On this basis, “property and construction companies would focus 
on their modern slavery risk hotspots, such as raw materials from 
high risk geographies, vulnerable populations providing labour in 
construction and cleaning, or high risk business models with low 
visibility of labour practices in the supply chain”. 

This approach requires a mindset shift 
away from traditional project management 
drivers of time, cost, and quality to one that 
is people-centric. 

Arguably, this goes beyond even the expectations of broader outcomes 
targets. These targets tend to focus on local labour while modern slavery 
obligation extends across national borders.

In order to address in a meaningful way the following steps are 
recommended:

 → “Risk identification and assessment informed 
by mapping your operations and supply 
chain (or in the construction context – 
the supplier networks) and identifying 
and prioritising the most severe risks.  

 → Acting on the findings of the risk 
identification and assessment, by 
implementing risk management 
measures, including training. 

 → Monitoring the risk management measures 
taken and reporting on them, for example, 
in your annual modern slavery statement.”

In effect, the response recommended by the Australian government 
begins with mapping the supply chain. For project-based activities, this 
essentially means mapping the project-specific supply chain. 

However, if 60% of participants were only ‘somewhat confident or less’ 
that their organisation can name every party in its extended supply chain, 
and 65% thought their organisation as a whole did not have sufficient 
transparency over what happens away from the job site, it is a stretch 
to believe that supply chain mapping and analysis is occurring in any 
meaningful way across industry. 

This assertion correlates with an April 2021 article by the Australian 
Institute of Company Directors. It proposed: “fewer than one in 10 
Australian companies dig deeper than the first layer of their supply 
chains”. 37

This belief aligns with participant feedback, particularly in the context of 
offshore supply chains.

The Offshore Challenge

Those participants involved with Asian supply chains were particularly 
cynical about not just the ability to identify modern slavery but the will to 
identify it, plus the available options to tackle it. 

The question was asked by one participant “how does a procurement 
professional at arm’s length actually know how companies recruit, pay, 
and treat their labour force?”. 

On this challenge, it is also worth noting that the supply chain by 
default includes those involved in global shipping. This is another high-
risk industry where “The fragmentation of regulatory oversight among 
flag states, and practical limitations on effective enforcement of basic 
conditions on board vessels, exacerbate the problem.” 38 Identifying all 
parties in this context is a formidable task.

Participants went on to ask the question, “when risks 
are exposed, is the tension between financial business 
survival and ethical behaviours always resolvable? In a 
cost-driven industry, there is a strong incentive to ‘turn 
a blind eye’ or ‘not look too hard” based on “what you 
don’t know you can’t be responsible for”.

This reality is the crux of the issue – the cost and feasibility of conducting 
sufficient due diligence in a project-specific context and the financial 
implications of meaningfully attempting to address. Participants 
suggested that “even if this was exposed, there might be either no 
alternative supplier or the alternative would price the bidder out of  
the market”.
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This consideration also calls into play the role that design consultants have 
to lower modern slavery risk. These parties must understand the supply 
chains associated with the products and materials that they specify. 
Otherwise, the purchaser of these products and materials is essentially 
being set up to fail.

Participants also pointed out that when historical rates are used to check 
pricing, these will not be loaded with the “ethics factor”. Should the actual 
cost of ethical behaviour be known, participants believed that the cost to 
deliver assets would dramatically increase.

While a consumer-facing organisation may experience overt demand for 
ethical sourcing, participants did not believe this demand had appreciably 
manifested in the capital assets client base. In short, participants believed 
that “Capital assets are driven by price, not by ethically sourced supply 
chains. Morals cost money.” 

Current Responses

It is likely that many companies involved in construction activities are 
falling well short of the recommendations to map, act, and monitor 
modern slavery. Based on feedback from participants, the primary means 
of policing modern slavery for many companies merely involves asking 
third parties for their modern slavery policies or referencing policies 
related to modern slavery obligations in their contracts. 

As one top tier contractor advised, “suppliers are required to confirm 
they can comply with these policies as part of the prequalification due 
diligence process”. In effect, they are ‘self-certifying’.

No party could confirm any verification or follow up audits. The ability to 
look beyond your jurisdiction was generally considered as not feasible by 
main/head contractors.

A contractual penalty associated with (known) non-compliance thus 
becomes, likely for many, the only mechanism utilised to manage this 
supply chain risk. According to the government advice referenced, this 
falls well short of expectation.

To make matters worse, one top tier contractor went as far as to confirm: 
“we don’t have time to go through these policies in detail with these 
[bidding] parties”. 

The same party acknowledged that a lack of understanding of actual 
requirements might force lesser-informed parties to self-select out of 
the tender. This risk has the potential to remove from the selection pool a 
party that is not only capable of delivering the scope of the contract but 
may also have been capable of complying with the extra obligations had 
they understood them. Perception could therefore have reduced supplier 
choice, not objectively evaluated unsuitability.

Conversely, suppliers may simply sign up having never read or understood 
these requirements and thus go on to be in breach of them.

The only participants confident they were involved in a meaningful 
response were those involved in supplying and installing complex offshore 
product. They were quick to highlight that if you use reputable offshore 
companies, especially in Europe, they often have far more sophisticated 
protocols in place than are seen in Australia or New Zealand and are on 
top of these issues. However, they also believed that main contractors 
didn’t care and would only tackle this issue meaningfully if mandated by 
clients and where verification was required.

Australia’s Modern Slavery Act: meaningful change or 
just a box ticking exercise?

Participants were subsequently asked to what extent they believed non-
compliance to the Australian Modern Slavery Act posed a risk.

Where 1  is not concerned at all, 3 is somewhat concerned, and 5 is 
extremely concerned, less than 30% of affected participants had any 
appreciable concern beyond 'somewhat'. This may seem logical if the 
obligation is perceived as a mere reporting mechanism only.

Yet it is worth remembering “companies need to be aware that their 
statements are being monitored and analysed by government agencies 
such as the ABF [Australian Border Force] and other stakeholders, 
including civil society organisations and environmental, social, and 
corporate governance (ESG) investors. In light of this, it is important that 
statements can withstand scrutiny.”39

There are also reasons to care beyond meeting a statutory obligation.

Research conducted by three UK Universities in 2019 into the 
effect of the UK’s Modern Slavery Act (MSA) on shareholder wealth 
concluded: “A key message for corporate managers, from our 
research, is that investors appear to place more weight on slavery 
risk indicators following the introduction of the MSA, with more 
favourable shareholder wealth effects observed for firms with better 
performance in addressing the risk of slave labour.” 40

So while some participants rationalised, “not knowing the detail 
of your supply chain is not necessarily a bad thing. One can’t be 
expected to know everything about the actions of their suppliers”; the 
reality is that organisations are increasingly expected to know, and 
as highlighted by the requirements of the Modern Slavery Act, are 
increasingly obligated to know.

Levels of Participant Concern in Relation to Non-
Compliance with Australia’s Modern Slavery Act
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Key Takeaways

 → It is impossible for an organisation to 
know its Modern Slavery risk if it has 
not mapped its supply network.

 → The Modern Slavery Act requires 
more than just a tick box response. 
Statements are being reviewed and 
the expectation of these reviewing 
bodies is for meaningful identification 
of risk and corresponding action.

 → Tackling Modern Slavery requires 
a mindset shift from protecting 
profits to protecting people.



Criminality
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Percentage of Participants Confident in Their Organisation’s Awareness, 
Identification and Responses to The Black Economy in Relation to Third Parties and 
the Extended Supply Chain

The Black Economy

Regardless of the presence of any specific Acts, many of the issues 
raised concerning modern slavery constitute criminal activity in 
their own right. These may include: the payment and acceptance of 
cash wages off the books, not reporting or under-reporting income, 
underpayment of wages, bypassing (immigration) visa restrictions, and 
visa fraud.

The Australian Treasury refers to this as the Black 
Economy, a term used to describe parties that 
“operate entirely outside the tax and regulatory 
system or who are known to the authorities but do 
not correctly report their tax obligations.” 41

Therefore, and irrespective of any Modern Slavery Acts, many 
companies could unknowingly be engaging in activities that equate 
to the same outcomes – enabling criminal behaviour that exploits 
individuals, and in doing so be in potential breach of the law 
themselves.

Participants were asked: Do you believe that your organisation overall 
has sufficient awareness of the risks associated with the black 
economy and has adequate processes in place to both spot and 
address these risks in relation to third parties and the extended  
supply chain? 

Only 50% of respondents were able to answer yes, with no significant 
variation between Australian and New Zealand participants. 

  Yes - Confident

  No - Not confident

50% 50%
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The Black Economy is a serious issue globally in the construction industry. 
In 2019, the UK’s Times newspaper estimated that the “habit of paying 
cash in hand is costing the tax man more than £5 billion a year” 42  In 2017 
the Australian Tax Office estimated 1.6 million businesses to be engaging 
in cash in hand payments for a “variety of reasons, including hiding profits 
from the ATO, hiring illegal workers, or wanting to underpay workers. The 
construction industry has been cited as a well-known culprit 43 and in 
their 2017 report Shining Light on the Shadow Economy, the OECD noted 
construction as one of the industry sectors “most commonly reported by 
tax administrations” 44

To combat this challenge, The Australian Tax Office (ATO) enforce a 
taxable payments reporting system (TPRS), which requires businesses 
operating in building and construction to lodge a TPRS annual report 
each year on any payments to contractors and subcontractors within the 
industry. This data allows the ATO to identify contractors who fail to lodge 
returns or activity statements, fail to register for GST, use false Australian 
business numbers or fail to report all of their income to the ATO.  In the 
2015-16 financial year alone, it prevented $2.7 billion being lost to the black 
market in the construction industry.

However, in March 2021 the ATO confirmed that more than 60,000 
businesses had not yet complied with their requirements under the TPRS 
for 2019-2020. 46

New Zealand has no such reporting requirement, yet there is no 
reason to believe the Black Economy to be any less of a challenge 
than in other comparable jurisdictions. In 2017 the New Zealand Inland 
Revenue Department (IRD) launched an anti-cash job campaign 47 
with the intent of tackling the issue, and state on their website “we’re 
looking hard at tax crime in the building sector”. 48

Participants were asked to what extent they believed the Black 
Economy to be a concern for their area of industry.

Where 1 is not concerned at all, 3 is somewhat concerned, and 5 
is extremely concerned, over 25% of participants answered not 
concerned at all, with 50% overall confirming very low levels  
of concern. 

Curiously, 90% of C-suite executives and directors selected a rating 
of 1 or 2, with the remaining 10% selecting 3. This resulted in this 
group being disproportionally represented within the lower end of 
the scale despite being ultimately responsible for ensuring that their 
organisations are not enabling the Black Economy in any form.  

Furthermore, a number of these participants did not believe that 
their organisations had adequate processes in place to both spot and 
address, suggesting that for some, they genuinely did not believe the 
Black Economy to be a risk in their specific area of industry or didn’t 
believe combating it to be an issue that justified investing in.

Levels of Participant Concern in Relation to the Black 
Economy
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Key 
Takeaways

 → The Black Economy refers to businesses 
that operate outside the tax and 
regulatory system, e.g. cash in hand jobs.

 → The Black Economy is a real and 
present industry issue – this risk does 
exist within supplier networks.

 → Findings suggest extremely low levels of 
industry concern associated with this risk.
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Fraud and Corruption

In addition to the Black Economy, there are a plethora of additional risks 
associated with criminal behaviour in the supplier network, such as fraud 
and corruption.

31%

69%

  Yes - Confident

 No - Not Confident

Fraud and corruption include such activities as 
falsified payment applications, bribery, collusion, 
contract favouritism, material taken from the 
work site for personal use, and using lower-grade 
material than specified.

Percentage of Participants Confident in their Organisation’s 
Awareness, Identification and Responses to Fraud and  
Corruption in The Supply Chain

Participants were asked if they believed their organisations overall to have 
sufficient awareness of these risks, accompanied by adequate processes 
to spot and address in relation to third parties and the extended  
supply chain.

69% of participants believed their organisations to be well prepared, with 
both New Zealand and Australia evenly represented in the responses.
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Participants were also asked to what extent they believed fraud and 
corruption to be a concern for their industry area.

Where 1  is not concerned at all, 3 is somewhat concerned, and 5 is 
extremely concerned, the majority of participants selected between 2 and 
4, with outliers at either end, the median landing on ’a bit’ concerned. 

In terms of locale, participants selecting 4 or 5 also reflected New Zealand 
and Australia equally.

At only around 30% of participants beyond somewhat concerned, these 
responses arguably don’t reflect the research that consistently ranks 
construction as the most corrupt industry from a global perspective.

Closer to home, research undertaken through the University of Auckland 
in 2017 noted that despite New Zealand ranking 1st on the Global 
Transparency (anti-corruption) Index, “ranking systems can flatter to 
deceive”. The report went on to outline that research by the New Zealand 
Commerce Commission had itself in 2016 raised concerns that “industry 
insiders have a poor grasp of what is meant by anti-competitive behaviour, 
and that they struggle with notions like cartels and collusion.” 49

The potential for a ‘blind spot’ on these issues was 
also noted by one New Zealand participant who, 
when interviewed, cited what they believed to be the 
normalisation of corrupt behaviours in the industry. 

Examples quoted included taking materials and products from site, a 
practice they believed was endemic in the industry where “personnel are 
institutionalised into taking stuff not realising this is theft. A culture of 
entitlement exists, that this is the norm”. Their underlying theory for this 
normalisation included the “horrific” amounts of waste often associated 
with major projects. The participants stressed, “not only can there be 
excessive materials waste, but the temporary works and site management 
infrastructure may just be binned at project close”. This, they believed, fed 
into a belief that “it was perfectly OK just to take stuff”. 

This prevalence of materials/product theft is supported by a 2014 report 
by PwC 50 where it was noted: “Construction materials are relatively easy to 
steal and sell on the black market. Indeed, material losses have long been 
seen as part of the cost of doing business for contractors.” Yet as this 

report also noted, “Substituting inferior materials or knowingly failing to 
meet quality standards...” is also a form of fraud.

Notably, ensuring the integrity of products and materials was noted by 
some participants as one of their greatest supply chain risk management 
challenges.

In the context of engaging third parties, the opportunities for corruption 
are particularly rich, PwC noting “where the procurement of goods 
and services and the selection of contractors and suppliers on large-
scale projects may be decided or influenced by individuals within an 
organisation, [this] provides a number of opportunities for corruption and 
bribery.” 

In a population as small as New Zealand, where everyone knows 
everybody, the opportunity for this is arguably at its height. 

The issue of relationships as both an asset and a risk also overlaps with the 
Black Economy. Again, as noted by an individual participant, “it is known 
that there are heaps of cash-in-hand jobs using subs onsite. And what 
do these parties expect in return? Preferential treatment during contract 
awards?”

However, there was more positive participant feedback about tracking 
payments. For those associated with top tier contractors at least, it 
was noted how the existence of robust payment processes minimised 
risks such as falsified claims or cash-in-hand payments. However, what 
happens to these payments farther downstream is less clear, in New 
Zealand at least.

The Australian context is also challenging. The industry has been subject 
to no fewer than three Royal Commissions since 1990.

The most recent Royal Commission (concluding in late 2015) was focused 
on “Trade Union Governance and Corruption.” 51 It concluded, “The case 
studies examined have revealed widespread misconduct that has taken 
place in every polity in Australia except for the Northern Territory.”
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That was less than four years ago.

However, as multiple participants highlighted, the even 
more significant challenge in this space exists within 
offshore supply chains. 

With corruption described as endemic within some cultures, the 
comment was made, “the more you dig around the issue, the more you 
will find” whilst also acknowledging that it may not be easy to spot in the 
first place. To this end, “you are reliant on the word of your supply chain to 
a greater or lesser extent”.

There was seen to be no real workable solution, where the cost of reliable 
due diligence was considered to result in a situation where “the costs 
outweigh the benefits, especially when there is no client demand”. One 
participant had personally been involved with a situation where corruption 
was uncovered in an offshore supply chain. The company in question 
dismissed individuals as a result. The participant believed this was 
probably the best that could be hoped for if the issue was uncovered.

The only practical mechanism suggested was to engage with known 
international brands, organisations who have their own reputation at stake, 
plus volume orders that can justify the costs and complexity involved with 
responding to corruption. 

However, this was accepted as likely to increase the 
cost of project delivery. Unless acknowledged by 
project sponsors as key requirements, unscrupulous 
organisations could therefore undercut those who are 
honest.

To focus on only ensuring fraud and corruption are not present within 
local jurisdictions could therefore be the only realistic option for many, 
the perception being “it is impossible to have a meaningful impact outside 
your own borders”.

In 2018, the Australian Government, 
furthering the conversation, observed 
“The Federal Court of Australia has found 
some building industry participants pursue 
unlawful conduct in a ‘deliberate, flagrant 
and systematic’ way and see the payment 
of penalties imposed for such conduct 
as simply the ‘cost of doing business’... 
Regrettably, this behaviour has become 
commonplace across the industry.” 52
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Building in the dark Key 
Takeaways

 → Fraud and corruption include actions as 
seemingly innocuous as taking materials 
from a job site or substituting materials 
with unapproved alternatives.

 → Fraud and corruption are real and 
present industry issues – this risk does 
exist within your supply chain.

 → Tackling fraud and corruption 
outside your own national boundaries 
may be a thankless task.
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Cybercrime

Cybersecurity is increasingly discussed by organisations, including 
how to identify and respond to phishing emails, potential viruses, 
and phone calls attempting to elicit confidential information from 
employees as a way to hack into an organisation’s system. The 
ultimate purpose of these threats is varied but can include: 

• the obtaining of valuable intellectual property 

• to gain access to confidential information such as financials

• to disrupt the operations of the entity through a systems shut down

However, these concerns extend down the supply chain also.

In 2016 the US Department of Commerce’s National Institute of 
Standards and Technology (NIST) authored a paper on ‘Integrating 
Cybersecurity Into Supply Chain Risk Management’ 53 to highlight 
the risk of an organisation being digitally compromised via its supply 

Percentage of Participants Confident in their Organisation’s 
Awareness, Identification and Responses to Digital Risk in 
The Supply Chain

31%

69%

To this end, participants were asked if they believed their organisations to 
have sufficient awareness of digital risk and have adequate processes to 
both spot and address in relation to third parties and the extended 
supply chain.

 Yes - Confident

 No - Not confident

chain. According to NIST’s research, “80% of all info breaches 
originate in the supply chain context” and “45% of all cyber breaches 
were attributed to past partners”.

Fast-forward six years and our reliance on digital means of 
communication and information share have accelerated in the 
context of COVID-19, and the need for remote working as a practical 
reality.54 In Deloitte’s 2021 Third-party risk management survey, it was 
also noted: “managing digital risks has become the most significant 
emerging risk in third-party management”. 55

Given that construction projects can require the distribution of 
intellectual property or commercially sensitive information to 
multiple external parties, this digital risk is real and relevant. This risk 
is especially true in the context of shared project documentation 
management platforms.

69% answered yes. However, this arguably runs contrary to previous 
feedback where:

• 65% of participants thought their organisation as a whole did not have 
sufficient transparency over the actions and activities of both its third 
parties and its extended supply chain that did not take place on the 
project site and/or within the physical boundaries of the organisation

• Only 40% of participants were more than a bit confident that their 
organisation can identify all the parties in its extended supply chain

Our reliance on digital means of 
communication and information share have 
accelerated in the context of COVID-19.
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Levels Of Concern In Relation To Data Breaches And Cyber Attacks
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To be clear, in order to manage this specific risk, an 
organisation must know the parties in its extended 
supply chain, know what strategies these entities 
have in place to manage their cybersecurity risk, 
and audit their adherence to these. In this context, 
it is questionable that the levels of confidence 
reported are founded.

Participants were also asked to what extent they believed data 
breaches and cyber attacks to be a concern for their industry area.

Where 1 is not concerned at all, 3 is somewhat concerned, and 5 is 
extremely concerned, over 50% of participants were concerned to 
extremely concerned by these risks. However, that still leaves almost 
50% of participants only somewhat concerned or less.

As a reality check, a prime concern, according to this research, is 
programme. However, achieving programme is underpinned by the 
ability to access accurate data and increasingly via online platforms. 
Even a disruption in this context could have a significant negative 
impact on delivery schedules.

not concerned at all extremely concerned
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Key 
Takeaways

 → Cybercrime can manifest as phishing 
scams, viruses, and even phone calls.

 → Remote working and digitised operations 
are increasing the risk of exposure.

 → Addressing cybersecurity only 
within your organisation may not 
be a sufficient risk response.



The Risky Reality
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Risk Ranking Based on % Of Participants Who are 
‘Somewhat Concerned to Extremely Concerned’

Focusing on Here and Now

The risks associated with the extended supply chain are both 
numerous and varied. This report does not seek to cover each one. 
However, in the context of the construction industry, findings support 
the following:

 → The risks which cause industry the 
most concern are those that directly 
impact an organisation’s ability to meet 
its traditional performance obligations 
– time, cost, and quality – coupled 
with those that could impact on its 
traditional compliance obligations, e.g. 
health and safety, the environment, 
and meeting codes and standards 

 → The risks that do not relate to immediate 
performance metrics – the black 
economy, fraud and corruption, and 
ensuring that future obligations can be 
met, generate significantly less concern. 

 → The Modern Slavery Act, despite 
its implications on transparency 
of the supply chain, causes 
minimal worry in comparison. 

These priorities are reflected in the data, regardless of how it is 
analysed.

Legend:

a) New market entrants ability to discharge contractual obligations

b) Supply chain health and safety non-compliance

c) Supply chain failing to meet programme

d) Supply chain non-compliance to codes and standards

e) Supply chain data breach or cyber attacks

f) Supply chain failing to meet quality requirements 

g) Supply chain lacking technical proficiency

h) Supply chain losing a key person 

i) Supply chain non-compliance to environmental requirements

j) Supply chain failing to deliver to contract price

k) Supply chain not honouring warranties or guarantees

l) Supply chain fraud and corruption

m) Supply chain non-compliance to the modern slavery act

n) Black economy activity within supply chain

o) Supply chain insolvency during contract delivery

Risk Ranking Based on % Of Participants Who are 
‘Concerned to Extremely Concerned’
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Risk Ranking Based on Most Common Participant Response

Items in green had two most common responses. The higher of the two is noted here. For the Modern Slavery Act and the black economy an equal 
number of participants also selected 1.

In short, findings suggest the here and now of singular project 
delivery is what people worry about the most. The farther the risk is 
from immediate and ongoing external oversight, and perception of 
consequence, the less concern it generates. Similarly, parties that 
operate out of sight are also potentially out of mind for many.

To quote one participant, “the industry will do the bare minimum of 
what is asked of it”. They noted, “Unless legally obligated, companies will 
not take any real responsibility for areas that fall outside the traditional 
time, cost, and quality metrics”. The introduction of health and safety 
legislation was given as an example where they believed real change 
could not occur without real consequences via the concept of the 
PCBU.

Yet, focusing on the risks to immediate profits also reflect what 
organisations believe clients ultimately prioritise: the cost of delivery. 

As one participant put it, “clients are driven by price, price, price”.

Participants believed that most clients did not value 
action on these issues. As a consequence, they were 
not prepared to fund addressing them within project 
budgets.
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Legend:

a) New market entrants ability to discharge contractual obligations

b) Supply chain health and safety non-compliance

c) Supply chain failing to meet programme

d) Supply chain non-compliance to codes and standards

e) Supply chain data breach or cyber attacks

f) Supply chain failing to meet quality requirements 

g) Supply chain lacking technical proficiency

h) Supply chain losing a key person 

i) Supply chain non-compliance to environmental requirements

j) Supply chain failing to deliver to contract price

k) Supply chain not honouring warranties or guarantees

l) Supply chain fraud and corruption

m) Supply chain non-compliance to the modern slavery act

n) Black economy activity within supply chain

o) Supply chain insolvency during contract delivery
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Risk Focus in Relation to Third Parties and the Extended Supply Chain
Multiple participants were clear in their feedback: clients must adopt 
a zero-tolerance stance. Tender criteria that address modern slavery, 
corruption, and environmentally sustainable business practices must 
be included as deal breakers in tender evaluations. They must not be 
included as non-price weighted attributes, and the tender evaluation 
party must require evidence of any claims made.

Without an absolute mandate from clients, these obligations 
were seen by many as box-ticking exercises, nothing more than 
meaningless tokenism with no discernible benefit to society.

Furthermore, participants believed that unless there 
are clear penalties for not just non-compliance but 
also for “turning a blind eye” or “not looking too 
hard because then you have to deal with it”, there is 
very little incentive for many organisations to care. 

This theory is especially true if these organisations are smaller 
privately owned entities not subject to the same shareholder 
expectations as larger listed companies.

To this end, suggestions of independent certification schemes 
were raised. Although not without their challenges, participants 
acknowledged that they are worthy of discussion and for offshore 
suppliers in particular, e.g., to ensure that modern slavery is not 
present.

Criminal Behaviours

Fu
tu

re
 O

bligations: Warranties & Guarantees

Real Time Impacts: 
Programme, Cost, 

Compliance
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The Risk Management Tension Risks in Direct Conflict

There is an additional problem with solely profit-oriented decision-
making devoid of demonstrable boundaries - it actively encourages both 
criminality and risks to people. 

The need to meet time and cost expectations 
on projects is in direct conflict with the need to 
meaningfully address the black economy, fraud and 
corruption, and modern slavery.

As reiterated by multiple participants, the challenge that the industry 
faces is that those who ‘do the right thing’ could find themselves priced 
out of the market. At the same time, those that circumnavigate the law, 
essentially because they can, are better placed to win jobs if the price is 
the dominant decider. 

One participant advised, “In the context of industry activity, illegal supply 
chains could be undercutting those adhering to the law. So to take the 
lowest price without sufficient due diligence, you could be supporting 
criminal activity. As a main contractor, if you see this activity in your supply 
chain, chances are you are supporting it across the industry, as your subs 
will work for others too, some of which will be your competitors.”

The worst-case scenario is: rather than lifting the industry’s performance; 
expectations for companies to adopt more ethical practices could simply 
result in an increase of work to less ethical companies.  

A tension, therefore, results within the industry. Cost-
driven decision-making encourages the supply chain 
to engage in illegal or unethical behaviours as a means 
to cut costs.

Ethical Business: Addressing 
the Black Economy, Modern 
Slavery, Fraud & Corruption, 
Environmental Damage

Winning tenders
predominently driven

by price
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Society’s Expectation is What Drives Regulation

Societal
Expectation

Political
Acknowledgement

Legislation Regulation

Climate activism, Black Lives Matters, and the Me Too movement, have 
all demonstrated how our social media age accelerates and amplifies the 
messaging around society’s demands and expectations. 

Changes to the law are the natural endpoint to these movements. 
Compliance obligations have already increased in these areas, manifesting 
as increasing accountability for people and the environment, and as 
acknowledged, are likely to increase further.

Future Shifts from Profits to 
People

Yet, regardless of client priorities, non-financial metrics cannot be ignored.

In a democracy, compliance evolves to reflect societal concerns: 
politicians get elected, politicians propose policy, after a process of 
reviews and approvals, policy (often) becomes law. It is this law that 
translates into a legal obligation. It follows, therefore, that as society’s 
expectations of socially and environmentally conscious behaviours 
increase, compliance requirements will follow. 
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The Industry's Stark Realities

Regardless of the risk management tension, findings also suggest the 
following:

• Despite the high levels of concern over threats to time and cost, the 
industry is characterised by programme overruns and cost blowouts

• Despite the high levels of concern over quality risk, programme drivers 
are potentially trumping quality drivers, and latent defects plague the 
industry

• Despite the high incidence of latent defects and corporate 
bankruptcies, concerns in relation to honouring future obligations are 
not a top priority

• Despite known skills shortages and concern over losing key people, this 
risk is not always well responded to

• Despite the extreme importance of compliance and high profile 
breaches, not all organisations ensure their supply chains have 
sufficient awareness

• When criminal activity is present within an organisation’s supply chain, it 
can be directed at the organisation, and thus directly eroding its profits

• When corruption is present within an organisations supply chain, it can 
be compromising the organisation’s competitiveness

• There may be significant blind spots in the industry concerning risk 
awareness and identification –supply chain risk cannot be accurately 
assessed without transparency of actors and activities that go beyond 
both directly engaged third parties and the boundaries of the site

• Due diligence on the supply chain across all risk areas surveyed was 
perceived as highly variable and falling short of the ‘effectiveness’ 
required to act as a reliable and consistent de-risk strategy

Participants Concerns about Unmanaged Risk 
Impacts – Ranked

 Disruption to core business activities 

 Direct financial impacts

 Reputational damage

 Fines and potential prosecutions

 Reduction in shareholder confidence

Combine this with the high degree of outsourcing involved in the delivery 
of construction activities, and industry is faced with the harsh reality: 
supply chain risk management may be falling well short of where it needs 
to be now, never mind where it needs to go in the future. 

Risk Impacts

The consequences of risks converting to real problems are not 
always financial or legal. Almost two-thirds of participants considered 
reputational damage one of their greatest concerns about unmanaged 
supply chain risk. This statistic is well ahead of the proportion of 
participants concerned by fines or prosecutions.

Thus, negative risk impacts can be associated with risks that fall outside 
the traditional metrics, and be caused by parties who are neither directly 
engaged nor subject to direct supervision onsite.

In short, how organisations manage supply chain risk matters.

75%

67%

64%

27%

15%
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Key 
Takeaways

 → The first step of effective supply chain 
risk management is to identify the risks.

 → The construction industry is most 
incentivised to care about the here and 
now, not the remote nor even the future. 

 → Clients have a key role to play in driving 
the desired industry behaviours.

 → The outsourcing of work is decreasingly 
equating to an outsourcing of risk.
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Responses

2
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Part ThreePart One Part TwoHow is the industry responding to supply chain risk overall: 
including efficiency, effectiveness and underlying weaknesses?
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How Well Do We Think We Are Doing? 113
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Percentage of Participant Organisations that 
Maintained a Singular Database of Potential Third-party 
Providers

Percentage of Participant Organisations with 
Procurement Focused Business Units/Roles  

 Yes - Organisation maintained a database

 No - Organisation did not maintain a database

 Yes - Organisation had a business unit/role

 No - Organisation did not have a business unit/role

The most effective way to reduce supply chain risk is to engage with 
high-quality third parties. Not only will these parties better manage 
their internal risks, but those external to them also.

Consequently, fit for purpose procurement strategies are imperative 
for optimised supply chain risk management.

Therefore, how are organisations sourcing and vetting these parties, 
and are they doing so both effectively and efficiently? 

And if they get it wrong, are they letting others know? Participants 
were asked a series of questions to this end.

Ensuring Best Practice 
Procurement

Less than 50% of participant organisations had a role or business 
unit specifically responsible for ensuring best practice procurement 
through the dissemination of both information and standardised 
processes and tools.

Sourcing and Prequalifying

Only 36% of participant organisations maintained a singular 
organisation-wide database of potential third-party providers.

Of those organisations that did, formats included:

• Excel; either saved to a server or on Sharepoint

• Various software packages, e.g. management, financial, or ERP 
packages, and including those that generate data on previously 
utilised entities

• Specific vendor management platforms

• Software databases supported by cloud-based data integration 
tools

48%52%
64%

36%
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For cloud-based approaches, the supply chain may have the ability to 
‘self-serve’. This approach allows entities to proactively add their details to 
an online pool of data. This pool can then be searched and evaluated by 
others. Thus, it introduces new players for consideration at no time drain 
to the potential vendee.

However, organisations that rely on historical project data will restrict their 
pool to only parties engaged previously.

For those running standalone lists such as Excel or other internally 
managed software packages, the updates must be made manually from 
within the organisation. This method takes time. It also requires separate 
identification of the third party’s existence - these parties must somehow 
make themselves known.

To this end, all participants were asked how their organisations identified 
potential new third party providers.

Open invitations to tender topped the popularity charts. In an environment 
where competitive tendering is so prevalent, this result should not be a 
surprise. However, it can theoretically increase the pool of third parties as 
it allows any party to put themselves forward for consideration. 

That word-of-mouth came in second demonstrates the power of 
relationships and correlates with how “utilising previous relationships” 
is considered by some to be one of their greatest risk management 
strategies. However, this approach comes with the potential for an over-
reliance on a small pool of providers. For some participants, this was one 
of their greatest risk management challenges. 

The leveraging of pre-existing relationships can therefore be a double-
edged sword. While it can create confidence based on pre-existing levels 
of trust among parties, it can also introduce blind spots through the 
belief that past success is a guarantor of future success. Prioritising who 
you know can also concentrate risk with too few parties and create non-
objective personal biases, thus locking out new parties that may have 
been a better choice.

0 10 20 30 40 50 60 70 80

How Participant Organisations Identified Potential 
Third Parties

 Open Invitations to Tender

 Word of Mouth

 Online Search

 Other

One participant explicitly noted the power of face-to-
face communication, the implication being that good 
networkers may, at times, trump those more capable. 

Based on individual participant interviews, many top-tier organisations 
leverage their internal supplier databases to identify providers for future 
projects. These databases will have been built up over multiple projects 
and often across multiple jurisdictions. This tactic was considered 
especially likely for parties dealing with long-term contracts like 
maintenance, where an existing provider was often prequalified by default 
for future contract awards. 

Some participants advised that should ‘top-up resources’ be needed, 
informal communication channels would be utilised to identify suitable 
parties. In these instances, recommendations through trusted networks 
acted as due diligence; “Proven track record and who has worked for who 
have a huge impact on decision making”.

Yet even these parties accept the downsides to this approach and note 
how it locked out organisations seeking to move up a tier, enhanced the 
‘hireability’ of the incumbents, and at its worst, could result in a small pool 
of dominant providers in the market.

Other means of sourcing included cold calls, agency referrals, and 
selected tenders.

6%

46%

64%

73%
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Percentage of Participant Organisations that Prequalified Their Third Parties

Percentage of Participant Organisations that Shared Third Party Data 
for Utilisation by Other Projects/Departments/Business Units

 Always

 Sometimes

 Never

 Yes

 No

Prequalifying The Supply 
Chain

Prequalifying third parties ensure that only those with specific 
identified characteristics - e.g. acceptable track records, 
accreditations, and insurances - are invited to submit pricing. This 
approach not only saves time during the tender evaluation phase but 
also prevents ineligible parties from wasting their time on a tender 
they cannot win.

Less than 30% of participant organisations always performed 
prequalification rounds before shortlisting for tender. 

Gaining Efficiencies Through 
Data Share

Internal efficiencies could potentially be increased further if this 
collated prequalification data was to be actively shared across the 
wider organisation. 

However, not all organisations did this. The result is that multiple 
internal parties or project teams could be collecting the same 
information from the same external organisations at the same time. 
This double-up wastes both the time of their organisation and that of 
the third party also.

Yet even for those who did share data, inefficiencies were identified in 
how this data was collected and stored. 

27%

61%

62%

39%

11%
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Time spent prequalifying parties ranged from less than one hour to 
months depending on the size and complexity of the project, with one 
participant noting it took “far too much [time]”. 

Regardless of specifics, the reality is that time investment is always 
required. This time investment can be considerable; hence there is a need 
to ensure the most efficient process possible without compromising 
quality. Arguably, those parties who spend the most time on this step have 
the most to gain from any efficiency they can introduce.

When it came to the time spent on evaluating the actual tender 
submissions, again, it depended on the project. 

However, the times quoted range from one hour to many weeks. Again, 
these are significant time investments, especially for those organisations 
involved in large complex projects.

Ensuring Effectiveness Through 
Structured Approaches

Despite the need to ensure effective communication and high-quality 
due diligence, only 50% of participant organisations had a structured 
approach to prequalification. 

Out of these participant organisations, less than half used any form of 
a standard to guide this process, such as the PAS 7000 developed by 
the British Standards Institution 56, while audits to ensure compliance to 
this standardised prequalification process ranged from every project to 
annually.

Methods of Third-Party Data Collection and Storage  
by Percentage of Participant Organisations

 Data entry into generic software (Word, Excel, etc.) & saved to 
server

 Fully digitised

 Hard copy based with information scanned to a server

 Hard copy based with information manually filed

 Other

 Structured approach used, but no prequalification standard used

 PAS 7000 used

 ISO 1400 used

 Structured approach used, but unsure what standard is used

 No, the prequalification approach is not standardised across the org

Approach to Prequalification by Percentage Uptake of Participant Organisations

2%

26%

11%

7%

54%
50%

2%

6%

9%

33%

Unbelievably, some participant organisations were still hard copy 
filing, while others manually scanned hard copies to servers. The most 
common approach cited was using software such as Excel, while a 
select few had moved to platform approaches.
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Percentage of Participant Organisations that Had Clearly Defined Metrics to Enable 
Objective Evaluation of Third Parties

 Yes

 Only some

 No

Evaluating The Supply Chain

A recurrent theme within individual participant feedback was frustration 
with how clients evaluated non-price attributes, particularly CSR 
obligations, as outlined. Some participants believed non-price attributes 
lacked objectivity, and despite their inclusion in tenders, ‘price’ seemed to 
win. To quote one participant, “Weighted tenders are a problem. They’re 
mostly a waste of time as they are too easily manipulated to ensure the 
cheapest price gets across the line. Gateway tenders are much more 
powerful with deal breaker yes/no questions”.

This frustration was also reflected in the BDO 2020 Construction Survey 
Report for New Zealand, where the comment was made: “there has been 
an increased focus on non-price attributes [but] scepticism has remained 
as to whether they are truly considered and valued by the market.”57

However, when the roles are reversed, less than 40% 
of participant organisations used clearly defined 
metrics to enable objective evaluation of third parties. 
One individual from a top-tier contractor, when interviewed, even went as 
far as to note “those involved in evaluating and engaging supply chain are 
interested in price only”. 

Even where clear evaluation metrics were employed, participants noted 
insufficient guidance on how to assign ratings or what concrete evidence 
was required to justify the input.

While these issues do not represent the actions of all parties in the 
market, they do highlight the hypocrisy that can be at play.

38%

31%

31%
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Percentage of Participant Organisations that 
Conducted Lessons Learned on Third Party 
Performance & Ease of Access to Data by Wider 
Organisation

Percentage of Participants Who Believed a Red 
Flagged Third Party had been Engaged

Post Engagement Knowledge 
Share

The contributors to the BDO report sensibly recommend that we 
need to “share knowledge better across the construction sector so 
that lessons can be learned before it becomes an issue for other 
businesses in the industry.” 

However, this knowledge share needs to occur within organisations 
too. The importance of this cannot be overstated, as the ability to 
openly share lessons across the industry is often constrained by 
commercial realities. As one participant pointed out, “as so much 
mediation happens, case law is not created [meaning] there is no 
ability to shape behaviours, and so an opportunity for all to learn and 
improve is missed.”

Yet despite the ability to control knowledge share 
internally, only 42% of participant organisations 
always conducted lessons learned on third party 
performance to inform future procurement 
decisions. 

This statistic reflects individual feedback where one participant noted 
how they had never seen an estimating team check in with the project 
delivery to understand how the contract had gone.

Out of those that did conduct appraisals, only around half stored the 
information in a manner easy to access and search by the broader 
organisation. Specific participant feedback also noted a lack of 
structure or defined evaluation metrics within these reviews, albeit a 
risk their organisation had recognised and was currently addressing.

Actions around red-flagged suppliers further reflect a lack of 
knowledge share. Over 50% of participants believed that an entity 
within the organisation they worked for had unknowingly engaged a 
third party that had been red-flagged by another entity within the  
same organisation. 

 Yes - Lessons learned appraisals always conducted on third party  
   performance and data easy to access and search

 Yes - Lessons learned appraisals always conducted on third party  
   performance but data not easy to access and search

 No - Lessons learned appraisals not always conducted on third   
  party performance

 Yes - Believed their organisation had engaged an entity that had 
  been red flagged

 No - Didn't believe their organisation had engaged an entity that had  
  been red flagged

23%

56%
58%

44%

19%
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Perversely, one participant noted how this could also have been actioned 
‘knowingly’ but in a context where the information has been supplied 
through informal communication channels and has therefore been 
relatively easy to dismiss. 

As the participant observed, “under-performing subs are often highlighted 
to the Project Managers of future or pending projects via informal 
communication channels. The problem is that while this information might 
be acknowledged, it is very tempting to overlook and have countered by 
another informal source if there is a cracking good price that is too good 
to turn down”.

This story is an example of how a lack of formal communication, 
transparent due diligence, and structured decision-making can enable a 
sort of ‘summit fever’ to creep into supply chain selection. 

Subsequently, confidence in this area going forward was also low.

Participants were asked the question: What level of confidence do you 
have that an entity within your organisation will never engage a third party 
that is currently red-flagged by a separate entity within your organisation?

Where 1 is no confidence at all, 3 is somewhat confident, and 5 is 
extremely confident, the vast majority of participants confirmed only low 
levels of confidence. 

No participant was extremely confident that an entity 
within their organistion would never engage a third 
party that was red-flagged by another entity within 
their organisation.

Participant Confidence around their  
Organisation Never Engaging a Third Party  
That Has Been Red-Flagged

23%

not confident at all extremely confident

29%

35%

13%

0%



1 – Challenges 2 – Responses 3 – Opportunities Vetting the Supply Chain 107

Building in the dark
Key 
Takeaways

 → Non-price attributes are only of value 
if weighted correctly and where clearly 
defined criteria support their evaluation.

 → Sharing lessons across the industry 
is weak. Sharing lessons within 
organisations can also be weak.

 → The valuable data collected on 
suppliers is not always leveraged.

 → There is a huge opportunity to improve 
how information is collected, analysed 
stored, and shared, both within 
organisations and between them.



Ongoing Risk 
Management
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Participant Organisations with a Role/Business Unit 
Dedicated to Risk

Participant Organisations with Access to Real-Time 
Data on their Third Parties

Risks are dynamic by nature. 

Therefore, once third parties are engaged, the identification and 
monitoring of supply chain risk is an ongoing process. 

While monitoring the performance risk of third parties is specifically 
addressed under the project management remit, less visible risks 
that do not relate directly to immediate works onsite might go 
undetected until a visible issue occurs. These risks include the validity 
of certifications and insurances, criminality, and the performance of 
parties farther removed or with long lead times. External risks may not 
even be on the radar. 

To better understand how industry addresses this dynamic 
landscape, participants were asked a series of questions on how their 
organisations respond to risk after third party engagement.

Business Structure

63% of participant organisations had a role or business unit 
specifically responsible for ensuring best practice risk management 
through disseminating both information and standardised risk 
management processes and tools.

Access to Real-Time and 
Coordinated Data

Yet, despite so many tools and processes, only 27% of participant 
organisations had access to a current and complete risk profile of any 
given engaged third party at any given time.

For some participants, access to up-to-date information posed their 
greatest challenge. Those with access to current data utilised various 
software and digital platforms, such as Sharepoint.

  Yes - Organisation had a business unit

 No - Organisation did not have a business unit

 Yes - Organisation had access to a current and complete risk 
profile of any given engaged party at any given time

 No - Organisation did not have access to a current and complete 
risk profile of any given engaged party at any given time

63%

27%

37%

73%
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Participant Feedback on Currency of Data Embedded 
in Internal Reports to Key Decision-Makers

 Data current to within 1 week

 Data current to within 2 weeks

 Data current to within 1 month

 Data over 1 month old

 Other
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Of the remaining participant organisations, almost 40% presented 
information in internal reports to key decision-makers over one-month-
old, with only 13% presenting information valid within two weeks of data 
capture. One participant from the resources sector cited data as being 
“years old”.

The results suggest that it is challenging to ensure the currency of 
information communicated without digital tools. For some participants, 
access to real-time data was one of their greatest risk management 
challenges as it left them “no time to react”.

Even for those utilising digital tools, functionalities differed. Some 
participants were able to aggregate their data across the whole 
organisation to show snapshots of risk about defined metrics 
(compliance, performance, etc.), while others were not. The ability to 
aggregate data is valuable for organisations that engage in project-based 
activities to provide a company wide view of risk. Failing to see the big 
picture in this regard can lead to death by a thousand cuts.

Monitoring Third-Party 
Certification After Contract 
Award

Regardless of the quality of due diligence on third parties pre-contract 
award, organisations also need to ensure that key documentation is in 
date post contract award.

Participants were asked the question: Does your organisation maintain a 
singular organisation-wide database of all currently engaged third parties, 
into which it records key third-party information in relation to statutory or 
regulatory compliance? 

Only 33% confirmed that they did.

33%

67%

Percentage of Participant Organisations that 
Maintained a Database of Third-Party Compliance 
Related Information

8%
5%

40% 40%

7%

 Yes - Organisation maintained a database

 No - Organisation did not maintain a database
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Of those organisations that did continue to monitor key 
documentation, formats include:

• Excel

• Various Management, Financial & Accounting Software

• Online Platforms

• Specific Vendor Management Platforms 

• Bespoke software developed in house

Again, for cloud-based systems, the opportunity exists for vendors 
to manage this flow of information themselves, thus removing this 
burden from the “buyer”. For those who have the same party engaged 
on multiple projects, this reduces the time drain further.

Again, Excel features heavily.

Who is Monitoring Who?

Some legal obligations extend through the supply chain, regardless of 
any direct contractual relationship. Examples include obligations for 
health and safety onsite, and ownership for the quality of products 
and materials installed.

To this end, participants were asked to confirm if their organisations 
actively monitored the risk profile of suppliers not contracted directly.

Over 55% of participants responded that their organisations did 
not monitor these parties. In contrast, only 12% of participant 
organisations consistently did. However, of those participants whose 
organisations did not, 40% believed that their organisations should be 
doing so. 

In short, regardless of any direct contractual 
relationship, these participants believed their 
organisations should be applying some degree of 
extended supply chain oversight.

Levels of Monitoring of the Extended Supply Chain

 Yes - Monitored risk profiles of parties not contracted directly 

 Sometimes monitored risk profiles of parties not contracted directly 

 No - Didn't monitor risk profiles of parties not contracted directly & considered it an outsourced obligation 

 No - Didn't monitor risk profiles of parties not contracted directly & didn't consider it an outsourced obligation 

 No - Didn't monitor risk profiles of parties not contracted directly & unsure if considered an outsourced obligation 

13%

33%

19%

12%

23%
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Percentage of Participant Organisations that 
Required Third Parties to Seek Approvals

 Yes - Required approval 

  No - Didn't require approval

 Sometimes required approval

Third Parties Engaging Third 
Parties

Participants were also asked the question: Do your organisation’s third 
parties require your organisation’s approval prior to engaging their 
third parties?

A third of participant organisations did require this approval 
(presuming these parties are unknown to the organisation at contract 
engagement). However, 40% of participant organisations never 
required this approval.

33%

40%

27%

Budget Allocation

Why the perceived shortfalls in monitoring and oversight?

Budget is a factor.

Only two-thirds of respondents believed there to be sufficient allowance 
within their organisation’s operational or project budget to enable a high-
quality assessment of third parties during the prequalification or tender 
evaluation phases. However, less than a quarter of participants believed 
there to be enough budget to continue monitoring the associated risks 
beyond this, i.e. throughout the contract’s life.

Participant Thoughts on Third-Party Risk  
Management Budgets 

  % of participants who believed there was sufficient budget 
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High Quality Assessment of Third 
Parties during Prequal/Tender 

Evaluation Phase

62%

High Quality Monitoring of Supply 
Chain Risk during Contract Delivery 

23%

One participant commented, “we had an external party facilitate risk 
review, but ironically this was seen as too expensive – better to live  
in ignorance.”

For those who believed there to be budgetary shortfalls, specific tasks 
cited as short of funding included:

• Identifying all the supply chain parties 

• Ongoing monitoring of supply chain parties

• Focused audits 

• The enforcement of contractual obligations after contract award - 
including funding for adequate legal support

The difficulty sometimes experienced in gaining access to external parties 
was also highlighted.

Multiple parties also noted a lack of systems or tools that could better 
automate and analyse data. 
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Specific risk areas that required monitoring included:

• Environmental obligations

• Quality and compliance of supplied products

• Quality overall

• Compliance overall

• Solvency

• Contract performance in general

• Indirect areas of risk in supplier organisations

Managing these risks were also included in participant feedback on the 
greatest challenges faced when managing third party or extended supply 
chain risk overall.

Recurring reasons for not allocating budget were simple and expected; 
a shortage of funds overall coupled with the belief that investment made 
here may not yield sufficient returns. Comments like it’s not practical, 
margins are too tight, or it’s unrealistic, especially if they are overseas, 
were common. As one participant put it, “this would add cost to an 
already price-conscious industry [and] some of the third, fourth, fifth 
parties would be too difficult to audit.”

However, some participant organisations allocated no budget at all, 
where one participant advised: “Overall follow-up and auditing of further 
down the line procurement and logistics is non-existent unless explicitly 
required by our own contractual obligation”. 

This observation further supports the premise that, for some in industry, 
there is little incentive or resource available to dig deeper into a supply 
chain than the bare minimum legally required by contract or otherwise.

Participant Perceptions of How Effective their 
Organisations are at Identifying and Managing 
All Third-Party Risks

 1

 2

 3

 4

 5

Other parties may simply be living in denial, with one 
participant dryly observing, “[the] budget is insufficient 
for any risks. I would describe it as optimistic 
budgeting’”

For some, risk areas and parties of high concern are monitored while the 
converse is not. While this is a logical approach, it is ultimately dependent 
on how risk levels are calculated. This calculation is worthy of mention. 

Under the ISO 31000 risk management standard, a low impact risk that 
is likely, equates to the same risk level as an extreme impact risk with 
a rare likelihood. This equivalency played out during COVID-19. Despite 
the World Economic Forum “warning the world about the dangers of 
pandemics” for the past 15 years 58, a pandemic was generally ignored as 
a risk. As we all know, it has converted into a real issue with catastrophic 
consequences. 

Out of those participants who did believe they had sufficient budget for 
ongoing monitoring, the overwhelming majority operated in the Australian 

market and had revenues in the $500m+ categories, 30% pulling in annual 
revenues over $1 billion. However, it is dangerous to assume that revenue 
is the roadblock. The majority of participants with organisations pulling in 
over $1 billion per year answered no.

How Well do We Think We are 
Doing?

Participants were asked the question: How effective do you believe your 
organisation is overall in identifying and managing all third-party risks?

On a scale of 1 – 5, where 1 is not effective at all, 3 is somewhat effective, 
and 5 is extremely effective, only 27% of participants believed their 
organisations to be more than somewhat effective at this.

Perhaps unsurprisingly, the most common perception of effectiveness 
around third-party risk management was only ‘somewhat effective’.

2%

not effective at all extremely effective
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Confidence in Supply Chain 
Capabilities

If there were a high level of confidence in the supply chain itself, a lack 
of budget for monitoring and low levels of perceived organisational 
effectiveness would not be cause for concern. However, the 
perceptions of supply chain capability are not overly optimistic.

Participants were asked: How capable do you believe your 
organisation’s third parties are in identifying and managing their own 
risk (internal + supply chain)? The most common perception was that 
they were only somewhat effective at this.

Project Managers had the most confidence in their organisation’s 
supply chains. At the same time, no person in operations, the C-Suite, 
or acting as a director scored their organisations’ supply chains above 
a 3. 

Participants were then asked: Do you believe your 
organisation’s third parties are always fully aware of 
and understand the risks they are responsible for 
managing under their contracts?

Alarmingly, 79% of participants answered no. For some, this was their 
greatest supply chain risk concern overall. 

Participant Perceptions of How Capable their 
Organisation’s Third Parties were at Managing their 
Own Risk

Participant Perceptions Of Third-Party Awareness and 
Understanding of the Risks they were Responsible for 
Managing under their Contracts
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 Yes - Believed they were fully aware of and understood the risks they      
 were responsible for managing under their contracts 

 No - Didn't believe they were fully aware of and understood the risks  
 they were responsible for managing under their contracts

21%

79%

0%

19%

58%

15%

not capable at all extremely capable

8%

 1

 2

 3

 4

 5



1 – Challenges 2 – Responses 3 – Opportunities Ongoing Risk Management 115

One participant added, “Relying on contracts as a 
primary risk management tool seems lacking given 
how people don’t understand them, take them as 
seriously as they should, or have even seen real 
examples of how others have been pinged for non-
compliance. If consequences are not clearly seen or 
understood, behaviours won’t change”. 

Similarly, some participants believed their organisation did 
not dedicate enough time to pre-contact engagement risk 
understanding.

For many participants, having the appropriate contract conditions in 
place was one of their greatest risk management strategies. Yet, in 
instances where contracts are not fundamentally understood, this 
strategy may prove futile.

As a reminder, participants also had a low level of confidence in supply 
chain awareness and understanding of statutory and regulatory 
obligations, with less than 50% having confidence that they did. 

Therefore, there are potentially low levels of transparency and low 
levels of ongoing risk monitoring associated with parties believed to 
have insufficient competencies around risk management.

Realities

Multiple parties noted a lack of leverage, which is especially likely in 
the context of extended supply chain parties that may not be known 
or named at the time of third-party contract award. As noted in 
discussions on modern slavery, this issue is complicated further when 
the parties are operating in differing jurisdictions, likely in material or 
product supply. 

The reality is that some risks can be actively mitigated or avoided, 
while others are not easily prevented from becoming issues. For the 
fore, an internal resource is required - for which some participants 
cited a lack of funding. For the latter, the need for a ‘plan B’ 
contingency is the only viable option – for which participants also 
cited a lack of funding.

The Flip Side

High-quality third parties will also vet their clients. Sophistication 
diminishing as you move further down the supply chain is not always 
(or even primarily) the case. 

For those parties dealing with global manufacturers, there is a high 
chance that the supply chain may be the more sophisticated party 
when it comes to supply chain management overall – including 
contract performance and risk management. As one participant 
recounted, in this context, the greater challenge is reassuring the 
supplier that you are worth dealing with, i.e., will you pay on time? 

This challenge is especially true for a remote and relatively small 
market like New Zealand. The orders out of New Zealand may account 
for a minuscule percentage of a global supplier’s overall market. An 
understanding of this reality is imperative – the buyer does not always 
hold all the bargaining power. To this end, being “organised and easy 
to work with” was cited as a key risk management strategy.
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Similarly, the supply chain may have smarts that are invaluable to your 
organisation. The majority of participants believed that organisational 
success in harnessing these was less than optimal. Where 1 is not 
successful at all, and 5 is extremely successful, less than 30% of 
participants rated their organisation as anything more than somewhat 
successful in this area.

Yet these smarts could include innovative or value-add ideas, such as 
more efficient or safer ways to do things on-site, alternative products 
or systems, or even introductions to other third parties supplying 
complementary products or services of relevance and value.

It is notable that the recommendation to fully leverage the supply chain’s 
knowledge is not new. In 2009 the UK’s Constructing Excellence released 
the report Never Waste a Good Crisis where it specifically recommended 
that:

“All customers in the chain need to professionalise their procurement to 
achieve best value, rather than focusing on lowest price. They also need 
to be more open to invite and assess innovative proposals by suppliers. 
The inability to assess alternative bids or those based on outcome 
specifications, or to take account of both capital and revenue expenditure 
let alone value, severely constrains innovation at the point at which team 
members are selected.”
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Participant Perceptions of Organisational Success 
at Accessing the ‘Smarts’ of Third Parties and the 
Extended Supply Chain

Learning from Other Industries

How the construction industry interacts with its supply chains or supply 
network is potentially less evolved than how some supply chain parties 
interact with their supply chains, especially if those parties are global 
manufacturers. Strategic leveraging of key relationships to optimise value 
creation is a tenet of optimised supply chain management (SCM).59 To 
quote Dr Douglas Lambert, a leading thinker and researcher in supply 
chain management at the University of Ohio: 

“Responsibility for SCM should rest with the company’s 
CEO, all business functions should be involved, and the 
focus should be on value co-creation to drive revenues 
and profitability...” 

He goes on to add, “there is an opportunity to improve efforts on supply 
risk management, and it starts with mapping the supply chain to identify 
vulnerabilities”.

While the manufacturing sector utilises supply chain management 
strategies, the influence of this discipline may not have appreciably 
migrated into the field of project management and construction in 
particular. While project management is the dominant guiding discipline 
of the construction sector, it does not focus explicitly on value extraction 
from external resources. Furthermore, most projects are transactional in 
nature under contracts that seek to neatly assign singular responsibilities 
to individual parties. Transformational co-creation approaches - most 
associated with alliance type contracts but not wholly dependent on 
them - are not generally the norm.

Thus, where the potential for value co-creation with the supply chain is 
concerned, the construction industry could be learning substantially more 
from the manufacturing sector.
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Key 
Takeaways

 → The most accurate data is real-time data.

 → The budgets allocated for risk 
monitoring can be lacking.

 → Contracts – via obligations and penalties 
– are a favoured risk management 
strategy. Yet, there are reports of poor 
contract literacy within the industry.

 → There are potentially low levels of 
transparency and low levels of ongoing 
risk monitoring associated with 
parties believed to have insufficient 
competencies around risk management.

 → Supply chain smarts – the upside of supply 
chain risk – are not always capitalised on.

 → The construction industry could be learning 
more from the manufacturing sector.



Roadblocks 
to Effective 
Communication
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How Well Informed Are Key 
Decision Makers?

Participants were asked the question: How informed do you believe 
the Executive Team and Board of Directors of your organisation are in 
relation to the risk profiles of any given project or business unit etc., at 
any given time?

Results are in the bar chart - where 1 is not well informed at all, 3 is 
somewhat informed, and 5 is extremely well informed.

Confidence was generally high. However, while 90% of C-suite 
executives and directors selected 4 or 5, no participant involved in 
operations did the same. All of these participants rated their executive 
management teams or boards as only somewhat informed or less.

Optimism Bias

Participants were also asked: Do you believe that your organisation is 
subject to optimism bias in the reporting of its projects or business 
operations involving third parties?

41% of participants answered yes. Another 40% believed that 
optimism bias was sometimes present. Only 19% of participants were 
confident this was never the case.

Therefore, the question must surely be this: are those involved in high-
level decision-making as well informed as they think they are? 

As one participant caustically noted, “senior management hear what 
they want to hear – say they want everything but are happy to be 
ignorant to some extent. They take at face value what they are told”.

For those who may vehemently disagree, this is not such a  
wild assertion.

 Yes

 No 

 Sometimes

40%
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Participant Perceptions of How Well-Informed 
Executive Teams and Boards Were
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Delusion and Deception

Research out of the John Grill Centre for Project Leadership at the 
University of Sydney 60 found that “project failure is not often attributed 
to technical issues” but that “overconfidence or delusion has plagued the 
success of many projects and is a major root cause of project failure. It 
applies across all aspects of a project.”

The same research concluded that deliberately misleading behaviour 
also occurs: “Deception occurs when important information is knowingly 
misrepresented or withheld”.

The research outlined how “Both delusion and deception see the high 
failure rates for ventures as a consequence of flawed decision making. 
According to the first explanation - delusion - the flaw consists in 
executives falling victim to what psychologists call the planning fallacy. 
In its grip, managers make decisions based on delusional optimism 
rather than on a rational weighting of gains, losses, and probabilities. 
They overestimate benefits and underestimate costs and time. They 
involuntarily spin scenarios of success and overlook the potential for 
mistakes and miscalculations...” 

The deception theory is as described; there is a deliberate intent to 
mislead in the communication of information. 

Yet, whether intentional or not, the research confirmed that information is 
often manipulated or interpreted to present a more positive account  
of reality.

The same research advised, “Adopting an outside view of the problem 
has been shown to mitigate delusion. It is applied by ignoring the specific 
details of the project at hand and uses a broad reference class of similar 
projects to forecast outcomes for the current project.”

 For this, access to historical project data that is 
complete, accurate, and organised, is a fundamental 
prerequisite.

Fear

An additional barrier to accurate information flows is fear. Research out of 
Malaysia 61 into poor communication in the construction industry overall 
concluded: “the most dominant cause factors of poor communication  
is fear”. 

Presumably, this includes a fear of passing on bad news in a high-pressure 
budget-conscious context. Findings here suggest that meeting schedule 
is a dominant project driver, suggesting an industry culture where there 
is simply no time to make mistakes. In this environment, it is logical to 
conclude that people fear being truthful, meaning that deliberately 
misleading communication may not always be maliciously driven.

As an aside, the same report concluded the most dominant effect of 
this poor communication is high stress in the workplace.  Notably, the 
Chartered Institute of Building’s 2020 report on mental health in the 
construction industry found stress to be the most common mental health 
issue experienced among their survey sample. The outcome of this 
excessive stress was poor judgment and decision-making, or worse. 62 

Ultimately a vicious cycle can then result – poor-quality 
decision-making at the procurement stage can lead 
to a low-quality supply chain, which leads to increased 
stress and further erosion of decision-making 
effectiveness. There are no winners in this context.
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Toxic Masculinity

The industry also has deep-seated cultural issues that negatively 
influence interactions, harming information flows and roadblocking 
collaboration.

In 2020, the Queensland Major Contractors Association and Consult 
Australia ran a series of workshops into the cultural challenges 
of the Queensland Infrastructure Industry. They concluded that 
the presence of negative male behaviours described as “toxic 
masculinities” was a significant challenge, where “the fear of being 
seen as weak or inferior by others leads some men to close up, 
become aggressive and refuse to cooperate or communicate 
effectively with those around them”. 

Individual participant interviews also supported this view. One 
participant noted:

“Asking questions is seen as a sign 
of weakness, there is a cultural 
disposition to not ask, and if you 
can’t admit that you don’t know 
something, then risk management is 
simply not possible... ego is a bigger 
roadblock to change than being 
time-poor... the lack of diversity in 
the industry does not help here.”

Programme & 
Budget Driven 
Project

Negative Culture
of Mistrust & Fear

Manipulated & 
Out-of-Date
Information

Flawed Decision 
Making &
Delayed Reaction 
Times

Worst case scenario for communication in construction

At its absolute worst, and when combined with reporting lag times, the 
below cause and effect could be in play on many projects.

It is likely that these issues are also present and magnified with information 
communicated by external parties. 

Separate research from the Netherlands into communication in the 
construction sector concluded, “most problems were reported in the 
communication between demand side and supply side stakeholders”. 64

Participant feedback supports this premise - some 
noted the ability to trust the supply chain to pass on 
accurate information as one of their greatest supply 
chain risk management challenges.

Compounding Errors

Based on the above findings, there is reason to believe that inaccuracy of 
communication can increase in proportion to the number of parties that 
it passes through. Each party has the opportunity to put a positive spin on 
the data, whether intentionally or unintentionally, and driven by fear, ego, 
or a genuine optimism bias and the planning fallacy delusion.

This theory may explain why those in operations at the coalface perceived 
lower quality reporting than those in more senior positions. 

Ultimately those on the ground have a more accurate understanding of 
the issues being reported up the chain – they have direct access to the 
raw data, the lived experience.
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Participant Perceptions of How Well they Understood 
Director Liabilities and Senior Management Liabilities  
in the Context of Statutory and Regulatory Compliance 

Informal Communication 
Channels

A further theme to emerge from participant interviews was the prevalence 
of informal communication channels. Based on participant feedback 
alone, pre-existing relationships are facilitating huge flows of information. 
Therefore, the challenge is separating fact from fiction and ensuring that 
key information that is of value is communicated beyond the network of 
existing relationships from which it originated. As one participant noted, 
“informal channels may fail to supply this information to other  
affected parties”.

Knowing What To Communicate

Participants were asked to rate on a scale of 1 to 5 how well they 
understood both director liabilities and senior management liabilities in 
the context of statutory and regulatory compliance. 

These ratings were asked of participants on the basis that levels 
of awareness will inform what is relayed in cases where reporting 
requirements are relatively unstructured. If levels of awareness are low, 
there is a risk that relevant information may not be communicated. 
Without a guide, it is not practical to expect those not tasked with these 
responsibilities to know what information to pass on.

Responses are outlined in the bar chart, where a score of 1 is not well at 
all, 3 is somewhat well, and 5 is extremely well.

Director Liabilities

not well at all not well at allextremely well extremely well

10% 10%
11%

35%
31%

13%15%
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Senior Management Liabilities
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While perceptions of understanding were relatively high, it is notable that 
not all directors scored themselves a four or above. This means that some 
parties in governance are not fully confident in their understanding of 
their legal obligations.

Impact on Personal Liabilities

However, what cannot be ignored is the sheer importance of a well-
informed and aware management and director base. 

While a company may be a legal entity in its own right, senior 
management and directors are not absolved from personal responsibility 
in all matters concerning it. This personal responsibility is expected to 
rise further as society – the ultimate consumer – expects a higher level of 
integrity than is being delivered in many cases, a harsh reality highlighted 
well by Australia’s Royal Commission into the banking sector. 65

A notable area where substantial penalties currently exist is Health and 
Safety. As previously referenced, 2020 would see the first industrial 
manslaughter prosecution in Queensland under their Work Health & 
Safety Act. The company in question was fined AUD 3 million, and two 
directors received 20 months suspended imprisonment terms. 

In short, senior management and directors need to take real, meaningful 
responsibility for what is happening on the ground.

How can this be achieved without certainty that communication is clear, 
complete, and free from any spin?
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Participant Perceptions of The Effectiveness of Internal Communication within their 
Organisations Overall

Overall Quality of 
Communication

Participants were also asked: How effective do you believe internal 
communication is in your organisation overall?

Where 1 is not effective at all, 3 is somewhat effective, and 5 is 
extremely effective, the most common response was 3.

Based on the above challenges, this is likely an accurate 
representation of the construction industry reality where 
communication in many organisations may be no better than "a  
bit effective."

Curiously some senior management and directors selected lower 
values when answering this question than they had in relation to how 
well informed they believed they were. This suggests that while these 
individuals believed overall organisational communication to be only 
somewhat effective, they could still be well informed on risks  
despite this.
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Building in the dark
Key 
Takeaways

 → Communication can easily lack objectivity. 
Without sufficient structure and control, 
it is at risk of inaccuracies driven by 
fear, ego, delusion and deception.

 → The more layers of reporting there is, 
the bigger the opportunity for data 
manipulation - there is a real risk that 
information communicated in the 
boardroom can be a distorted view of 
what is happening on the ground.

 → The responsibility for supply chain risk 
management ultimately lies with senior 
management and the board of directors.

 → Poor internal communication can have 
catastrophic consequences on both an 
organisation and individuals in positions 
of leadership and responsibility.



What Good 
Looks Like
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Favoured Approaches

When asked to comment on their most effective internal supply chain risk 
management strategies, participants cited several key success factors 
across a range of areas. These areas covered procurement, agreeing on 
the contract, and ongoing monitoring until the contract end.

Known Weaknesses

However, findings strongly suggest that many organisations are weak 
across a number of these areas, and some may be weak across 
all of them. Many do not know who is in their supply network, lack 
sufficient budget for the due diligence increasingly required, and 
most certainly lack the budget and skilled resources for ongoing 
monitoring of both third party and extended supply chain risks. The 
more complex an organisation’s supply network is and the more in 
flux, the more challenging and costly this will be. 

The Communication 
Challenge

Communication is at the heart of this challenge. 

Before contract engagement, an organisation wants to know: whom 
am I working with, and can they do what I need them to do? 

During contract engagement, an organisation wants to know: is my 
supplier doing what I expect them to be doing, and what are the 
problems it might experience that could impact me?

Post contract engagement, an organisation wants to know: what have 
I learnt that can further de-risk me in the future?

In essence, effective supply chain risk management is a combined 
ongoing exercise in communication and verification, where contracts 
can further leverage the expected behaviours and provide financial 
recompense should risks convert.

To quote one participant, “it starts with a conversation”.

Due Diligence

Engaging due diligence 
specialists who are experts 

in their field

Ensuring sufficient resource 
for monitoring and 

management 

Utilising individuals with 
supply chain experience and/

or cross functional teams 

Utilsing systems and 
processes to support

Ensuring that individuals will 
‘stand their ground’ on key issues

Regular meetings with key 
suppliers + robust reporting

Communicating openly 
on where risk sits

Getting information from source

Ensuring contract 
conditions that enable 
meaningful leverage, 

including financial 
incentives such as bonds, 

bank guarantees, retention 
monies

Ability to leverage future 
work to motivate supply chain 

performance

Communicating where 
responsibility and risk sits

Utilising certifications as an 
indicator of a quality third party

Employing reference 
checks

Establishing 
Contractual Leverage

On-Going Monitoring

Favoured Participant Approaches to Supply Chain Risk Management across the Project Life Cycle
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Yet, findings strongly suggest that how the industry communicates is 
often lacking. It can be:

 → Subject to optimism bias – worst-case delusional, deceptive, and 
shaped by fear

 → Subject to personal bias

What is communicated can be: 

 → Incomplete

 → Inaccurate

 → Unverified

 → Out-of-date

 → Fragmented

 → Failing to reach the correct people

 → Failing to capture untapped and potential value-add in relation to ideas

Where communication is effective, the information collected is not always 
leveraged for maximum value-add. Instead, it is often:

 → Stored in fragmented organisational silos 

 → Stored in a location or format that is not known to all 

 → Stored in a manner that is difficult to access

The outcome of these communication challenges can result in the 
following negative project impacts:

 → Poor decision-making around which suppliers (e.g. subcontractors) are 
engaged – results in a less capable supply chain overall where third 
parties both perform poorly and do not understand or manage their 
own risk as well as they need to; risks translate into real issues; stress 
cycle results

 → Less visible risks remain unknown, unmonitored, and unmanaged, and 
project risk increases

 → High-risk suppliers are not flagged as such and therefore re-engaged

 → Opportunity cost is incurred  - value-add from the supply chain is not 
accessed  
 
At an organisational level, those in high-level decision-making could be 
less informed on risk than they think and consequently:

 → Making critical decisions based on inaccurate information

 → Unknowingly exposing the organisation to financial losses, fines, and 
reputational damage

 → Unknowingly exposing themselves to personal prosecution 
 
The worst-case scenario is represented in the diagram on the next 
page.
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   Risk is managed well

   Risk management has short comings

   Risk is managed badly

   Consequences of bad risk management

1  First Party i.e. Main/Head Contractor

2  Second Party i.e. Client

3  Third Party

4  Fourth Party

5  Fifth Party

6  Etc.
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This is ‘what bad looks like’, and it can quickly lead 
to project failure. This is especially so if combined 
with unmanaged first or second party risk. 
Subsequently, too much supply chain risk across an 
organisation can quickly lead to total organisational 
failure. 

In short, if risks convert through their inadequate management, or 
if an organisation has insufficient contingency plans, liquidation is a 
very real possibility.
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The Role of Trust

The strongest theme to emerge from participant feedback in relation 
to de-risk strategies was the role of trust. The overwhelming majority of 
participants defaulted to one simple premise – they want to work with 
parties that they know, with one participant noting: “previous relationships 
are probably the best guarantee of quality.”

As noted by some participants, this is also a two-way street.

When engaging with known entities, previous positive experiences enable 
an organisation to have built up a level of trust in these entities to do 
what they need, expect, and have contracted them to do. In this respect, 
business-to-business relationships are no different from interpersonal 
relationships. Trust is built up over time as each party demonstrates its 
reliability, truthfulness, and respect for the other party’s needs. 67 Trust 
cannot be ‘contracted in’.

Therefore, previously established trust can significantly reduce the 
resource drain associated with due diligence, contract negotiation, and 
ongoing monitoring.

The Limitations of Pre-Existing 
Trust

Yet, it is not always possible to work with only who you know or a good 
idea for long-term business sustainability. Not only can it be perceived 
as corrupt behaviour in some cases, 68 but as pointed out by multiple 
participants, having a small and static pool of providers over the long term 
is also a risk. For some, a too shallow pool already concerns them.

Similarly, while pre-existing trust may streamline sourcing, due diligence, 
engagement, and performance monitoring, relying predominantly on 
trust has practical limitations. While it may reduce concerns over supplier 
performance, it does not offer a practical response to the risks that a 
supplier has little control over and that a client organisation may not even 
be aware of. 

Neither does past experience provide precedence for how new and 
emerging risks will be managed.

Risk management, by its very definition, requires proactive and future-
focused thinking - a risk is an uncertain event or condition that has not 
yet occurred. It is not a visible issue that requires an immediate and 
reactionary response. 

Therefore, ongoing information flows from the supply chain are 
imperative. 

While one participant highlighted, “risk management is about 
prioritisation, it is not feasible to respond to every risk”, the first step 
of risk management is to identify the risks. Without this step, it is not 
a fully informed prioritisation. For other participants, this issue of risk 
identification was one of their greatest challenges.

Transparency as an Enabler

Arguably, what is more important than trust, is transparency. It is an 
enabler of both trust and information flow.

When working with new suppliers, sufficient transparency enables both 
organisations to be confident in who they are engaging with. Once a 
business relationship is established, ongoing transparency then enables 
parties to match expected behaviour with verifiable action when going 
forward under the contract. 

For the vendee, transparency prior to contract award manifests in the 
supply chain being open and honest with information around their 
businesses and supporting these claims with verifiable evidence. Hence 
the value of accreditation schemes - to enable ‘trust’ to be established in 
an organisation via the assurances of an independent, recognised, and 
trusted entity to whom the supplier has provided extensive transparency.

Once under contract and where activities take place on-site, transparency 
of performance is enabled by default and in real-time. The challenge 
is when activities occur away from site or when obligations are 
related to ongoing but less visible compliance or unseen behaviours. 

These scenarios require agreement on the evidence that will provide 
reassurance going forward. Examples include on-going certifications, 
insurance certificates, proof of fair employment practices, etc.

This evidence-based communication provides proof that expectations 
are being met. If accurate information is communicated proactively and 
reliably on an ongoing basis, then trust is built up over time.  In essence, 
it is the “minor transactions in which parties demonstrate trustworthiness 
[that enable] the construction of longer-term relationships.” 69

But transparency is also about inviting and enabling external organisations 
to be open about their concerns. 

To quote another participant, 
“Organisations want to share 
knowledge of their supply chain risks 
with the main contractors and clients, 
but they need the opportunity to 
input. They need to be asked.” 

They highlighted that while early contractor involvement creates an 
opportunity for this dialogue, “very few people ask around supply chain 
risk; only a minority [of main contractors] understand the challenges."

Project sponsors, clients, and head contractors may and will be able to 
eradicate some of these envisaged challenges through smart, informed 
decision-making, but only if they have access to the specifics of the 
potential roadblock.
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→ Allow supply chains to 
communicate who they  
are and how they do business 
today

→ Allow supply chains to 
demonstrate evidence of ongoing 
action, compliance, and agreed 
behaviours

→ Allow supply chains to 
communicate on their risks to 
provide for early warning should 
these convert into issues

Three-way risk Communication Channels Controlled 
from the Centre

High-Performing 
Communication

Fit-for-purpose communication strategies are, therefore, at the heart of 
supply chain risk management. 

Regardless of any previous business relationships, all organisations need 
formal communication channels that:

  Communication channels within organisations - across    
  departments and hierarchies

  Verifiable feedback from the extended supply chain.

 Performance Risk

 Compliance Risk

 Criminality

 Uncertain World

Yet for this communication to be high performing, it must be:

• Transparent – open and evidence-based

• Truthful – without delusion or deception

• Timely – within real-time or as close to

• Targeted & Traceable – to and from the right people with an audit trail 

• Tailored – is structured to include only what is relevant 

• Thorough – is clear and complete

• Three-way – it allows, invites, and encourages proactive communication 
flows both within organisations and across organisational boundaries to 
and from external parties. While there may be organisational silos and 
industry fragmentation, these boundaries need not be barriers.

Internal Risk Management Strategies

Third Party Risk Onsite

Third Party Risk Off-site

Fourth Party Risk

Fifth Party Risk Etc.

For efficiency and effectiveness, this captured information should 
also be easily disseminated within organisations, both horizontally 
to adjacent departments or projects, and vertically, to senior 
management and boards. 
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What Good Looks Like

→ Long-term business sustainability 
relies on profits, compliance, and 
social licence

→ Profits, compliance, and social licence 
rely on the full spectrum of external 
risks to be acknowledged and 
responded to as seen fit, noting there 
is an upside to risk also

→ Effective risk management (both 
before and after contract award) 
relies on fit-for-purpose high 
performing communication

However, ensuring such high-performing communication is not practical 
without a system to enable it, and this system must be both accessible to 
parties outside the organisation and have governance controls to ensure it 
is utilised correctly and for maximum value-add.

With such huge volumes of complex data and disparate parties, such a 
system can only be digital.

Sustainable 
Business Model

Profits

2nd Party Risk

Truthful

Extended Supply 
Chain Risk

Business Objective

Business Success Metrics

Risks to be Managed

High Performing 
Communication

Targeted & 
Traceable

Thorough

Compliance

1st Party Risk

Transparent

Social Licence

3rd Party Risk

Timely Tailored Three-way

The Purpose Pyramid - Purposeful Communication Unpacked

The pyramid on the left outlines ‘what good looks like’: effective 
communication undertaken with a clear purpose - to support the 
objectives that underpin long-term business sustainability.
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 → Supply chain risk management is 
fundamentally an exercise in communication 
both within and beyond the boundaries 
of an organisation and before, 
during, and after contract award.

 → Trust without an evidence-based 
transparency - is a risky strategy.

 → Supplier managed information flows can 
build trust in new business relationships.

 → Digital tools best facilitate high 
performing communication.

Key 
Takeaways



Opportunities

3
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Digital transformation is the zeitgeist of  
our time. From mining to the fashion 
industry, the recommendation to go digital 
is everywhere. 
Going truly digital also offers the construction industry the opportunity 
to address the identified weaknesses - to improve the efficiency and 
effectiveness of data collection, storage, analysis, monitoring and 
distribution, building trusted relationships along the way through shared 
platforms and self-serve functionality. 

This premise is supported by the previously cited research into poor 
communication that placed “lack of an effective communication system 
and platform” in the top ten reasons for this weakness. Notably, in addition 
to reducing the ‘human factor’ in the passing on of information by 
minimising the reporting ‘layers’, a platform that can aggregate data from 
past projects also has the scope to create data-driven decision-making as 
a means to counter planning fallacy, whilst also enabling a "report once, 
inform many" approach to commonly experienced external risks such as 
force majeure events. It is impractical for project teams to take a siloed 
approach towards these.

However, while findings suggest that some organisations have adopted 
more advanced integrated approaches to data management, much of 
the market is still utilising server based software packages and standalone 
Excel files.

Therefore, to what extent are organisations fully leveraging digital 
opportunities available to them, and where there is missed opportunity, 
what roadblocks exist?

Participants were asked a series of questions to this end.
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Participant Perceptions of Investment Adequacy  
by Position

Participant Perceptions of Investment AdequacyInvestment

56% of respondents did not believe that their 
organisation was investing enough in digital risk 
management processes and tools.      

However, some interesting trends emerged in the responses:

• The majority of directors and those in C-Suite type senior 
management positions believed there was enough investment.

• The majority of those in operations (including construction 
management & quality assurance) believed there was not  
enough investment.

• For the remaining ‘others’ (commercial management, project 
management, and procurement), there was no discernible trend in 
point of view. 

Of those directors and C-Suite executives who believed there was 
not enough investment, all selected a “lack of specific leadership 
directive, e.g., no dedicated digital strategy” as one of the main 
barriers. This obstacle topped the rankings overall for perceived main 
barriers to investment. The converse was also true for those who 
believed there was sufficient investment: “a leadership directive to 
embrace” was present in all responses.

Similar themes identified by those in leadership as key enablers 
included “organisation overall has a clear understanding of digital 
tools value-add” and “workforce willingness to embrace”, which 
resonate with Simon Sinek’s adage. If you want to influence people’s 
behaviour, always start with why 70. 

Those in operations who believed there was an insufficient investment 
also cited a lack of leadership directive as one of the main barriers. 

44%

56%

 Yes - Was investing enough in digital risk management process & tools

 No - Was not investing enough in digital risk management process & tools

31%

39%

2%
13%

11%

Yes - Enough investment

No - Not enough investment

4%
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 % of participants who believed this was a main barrier to investment

Lack of specific leadership directive e.g. no dedicated digital strategy 69%

45%

45%

45%

31%

31%

28%

21%

14%

Cultural resistance to learning and change within organisation

Difficulty agreeing on specific software

Organisation overall is not aware of digital tools

Organisation overall does not believe digital tools will considerably add 
value

Workforce willingness to embrace

Lack of profits available for investment

Compatibility issues (internally and/or externally)

Previous attempts have been unsuccessful

Main Barriers to Investment in Digital ToolsLeadership & Culture

When stripped back, leadership is at the core of these issues. 
Leadership must identify the strategic value-add to the business and 
ensure a culture in place to enable it. They must clearly identify how 
and where these tools add value and then communicate this effectively 
to gain organisational buy-in whilst supporting their people on the 
learning journey.

A perceived lack of leadership in the digital space correlates with 
research conducted by the Australian Institute of Company Directors 
(AICD). 

In late 2019 AICD released a report “Driving Innovation – The Boardroom 
Gap” in which two of its three key findings 71 were as follows:

• Australian directors recognise the importance of innovation, but 
more needs to be done to prioritise its delivery 

• Australian boardrooms have low innovation and digital literacy levels

Included in the recommendation for change was the need for diversity 
around the boardroom, with one participant noting, “Boards must 
be the focus of innovation themselves; specifically, the need for real 
gender and ethnic diversity to enforce a more questioning culture, 
without which the status quo suffocates innovation.” 

Considering that organisations involved in construction activities are 
known to be particularly poor on the diversity issue,  this observation 
seems particularly relevant. 72
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Leadership directive to embrace e.g. inclusion of digital in 
organisation's strategy

Organisation overall has a clear understanding of digital tools 
value-add

Workforce willingness to embrace

Strong technology orientated skillset present in organisation

Culture of learning and change within organisation

Compatibility issues (internally and/or externally)

Profits available for investment
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Key Enablers for Investment in Digital Tools

 % of participants who believed this was a key enabler for investment

The AICD also raised the issue of age. A separate study cited by 
the ACID found that ‘older directors’ struggled more than ‘younger 
directors’ in keeping on top of new technologies. For anyone with 
grandchildren, this will not be a revelation. To quote two participants 
in particular, “old heads like to stick with old ways of doing things” and 
“you can’t teach old dogs new tricks”.

In short, while conversations around diversity often focus on the need 
for it in the workforce 73, the need for it in the boardroom is just as 
pressing in gender, ethnicity, and age.

Conveniently, however, this agenda marries nicely with that of the 
overall issue of Social Licence. A "fair go for all" is what society wants. 
The good news is that increasing diversity in the boardroom spells 
potential value-add for business, especially when it comes to driving 
innovation and embracing digital tools 74 not to mention creating the 
opportunity to dilute toxic masculinity in the workplace.

Ironically, AICD also cited risk-averse culture as a barrier to innovation. 
They noted, “[The] focus on risk and compliance activities may have 
been driven by greater regulatory complexity over recent times, as 
well as the increased incidence of royal commissions... which may have 
contributed to a more risk-averse corporate culture.”

However, in this context, embracing tech should actively assist with risk 
management – that is its core point.

83%

83%

65%

52%

39%

26%

26%
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Who Invested in Pilots and Who Did Not

The Pragmatics of 
Implementation

54% of respondent organisations overall ran pilot projects or other such 
trial initiatives concerning digital tools. This statistic correlates almost 
exactly with a similar global survey – the 2020 Construction Technology 
Report by JB Knowledge out of the USA 75, which set the statistic at 56% 
for well-defined testing and implementation processes. 

Out of those considered to invest enough in digital 
tools, 70% ran pilot initiatives. Of those organisations 
perceived as not investing enough, only 41% did. 

As expected, this would suggest that trialling of new tools plays a 
significant part in ensuring the overall success of uptake. This testing 
also acknowledges that finding the perfect match of tech tool to org is 
not always easy. It further reflects the AICD observation that “Innovation 
generates growth but requires acceptance of risk-taking”. 

In short, new ideas don’t always work out - this is par for the course.

One participant believed that “Most software packages do not add 
value. They are predominantly far too cumbersome, ineffective and it 
wastes time using them. Often they are provided and implemented by 
organisations that do not have competence or experience in project 
management. In particular, the software provider does not understand the 
client’s needs and assumes ‘one size fits all’ when implementing, leading 
to a total failure of the system because the system is not fit for purpose.”

54%46%

 Yes - Ran pilot project / trial initiatives

 No - Did not run pilot project / trial initiatives

 Yes - Ran pilot project / trial initiatives

 No - Did not run pilot project / trial initiatives

Orgs perceived as investing enough 
in digital tools

Orgs not perceived as investing enough 
in digital tools

Although a generalisation of both industry and software, this comment 
raises some interesting points and further highlights the value-add of a 
trial period. The same participant also believed that their organisation did 
invest enough in digital, did have a clear understanding of digital tools 
value-add, and did invest in pilot projects. One can only assume that their 
organisation has landed on what is right for them, in part through their 
trial process.

Given that “Difficulty agreeing on specific software” was the third most 
cited barrier to investment, the ability to trial software is of huge potential 
value-add. The software provider has arguably an active role in enabling 
this, facilitating a "try-before-you-buy" if you like and ensuring any 
customisation is available and understood to mitigate the risk of ‘one size 
fits all’ becoming ’a size that fits no one’. 

As another participant noted, there is a lack of User Acceptance Testing. 
UAT is tech parlance for the last phase of a software project whereby 
running a pilot would verify whether a product or software “is fit for the 
purpose it was built for in the first place—namely, that it fulfills business 
requirements [and] can be used by end-users” 76

Other participants supported a potential lack of ‘user-centric thinking’. 
Comments included, “...we were not assisted with up-skilling. Just told to 
get on with it...” and “I’ve seen some really bad rollouts which have made 
people’s jobs harder, not easier”. The BDO 2020 Construction Survey 
Report for New Zealand reflects these experiences, where it was noted: 
“In general, we see too many industry participants not understanding and 
not using their software and other technology correctly”. 77

The data also makes sense, whereby those that don’t invest enough in 
tech overall are the more likely group to not invest in pilot projects. E.g., 
why would an organisation invest in pilot projects if these initiatives are 
not overtly supported and driven by senior leadership and the board? 
To demonstrate this point, 76% of those in the no-no camp cited a lack 
of specific leadership in this space, while 60% did not believe that their 
organisation had sufficient awareness of digital tools. In this context, it is 
no surprise that pilot projects are not being undertaken.
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Negative Change Cycle
Profit Margins 

Profit margins are often quoted as the barrier to investment. The 2020 
Construction Technology Report ranked this as the number one “most 
limiting factor in trying and/or adopting new technology”. However, the 
data here, the AICD report, and the various commentaries on a lack of 
diversity in the industry – go some way to challenging this assertion. At the 
very least, the barriers to uptake are not straightforward and are certainly 
not profits alone.

However, as one participant pointed out, “change takes energy”, meaning 
that it is not necessarily the cost of the tech itself that is the main barrier, 
but the cost of the whole tech selection-to-implementation life cycle. 
Several participants raised that smaller entities have no single dedicated 
resource to pursue these initiatives, and so any inroads in this area fall to 
other already stretched individuals for whom researching and evaluating 
technology options are not an immediate priority. In this regard, it was 
proposed that the divide between top tier and the lower tiers in the 
market could be growing – this ‘cost of change’ creating a vicious cycle – 
you cannot afford the time and mental energy to upskill, you become less 
efficient and as a result, have less of a profit margin to invest.

If all players in a particular tier are subject to an equal ‘cost of change’ 
challenge, the potential outcome is a growing productivity gap between 
top tier providers and everyone else. As also noted by an individual 
participant, the higher tiers are also more able to attract tech capability in 
a skill shortage market, making it even harder for the lower tiers to retain 
this in-house, even if they have initially developed it.

Recognise the need to 
change / upskill

Capability gap between top 
tier and lower tiers increases

Top tiers experience 
capability advancement in 

parallel

Insufficient resources 
available to lead this change

Change does not occur

Productivity stagnates
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As a potential workaround, participants cited how, in many cases, they are 
simply looking to replicate the choices of the bigger players in the market. 
In this respect, the top tiers are the leaders of industry trends, simply by 
merit of having the resource for the ‘change legwork’ required. To quote 
one participant, “a Linkedin post from Lendlease can have a significant 
impact on decision-making within smaller players.”

However, the challenge of implementation remains. This is an issue that 
the market has already experienced through BIM.

Research from 2017 into BIM adoption in the UK 78 noted: “Our research 
identified several barriers to BIM adoption beyond Tier 1 level... Small-
Medium Sized (SME) suppliers are particularly struggling, constrained 
by a number of issues such as limited financial, human and technical 
resources...”

Closer to home, the New Zealand government has overtly acknowledged 
the challenges that smaller entities face through the rollout of their ‘Digital 
Boost’ 79 initiative whereby larger businesses provide free services to 
smaller entities to assist them with this change process. 

Yet while this example has focused on technology, participants noted how 
the same rationale applied to risk management across the board. 

Participants believed that “top tiers are streets ahead 
of lower tiers in supply chain risk management 
capability, capacity, and enabling tools – having 
dedicated resource is a key enabler here.” Again, a 
widening of the gap between top tiers and all others 
was the expected and logical consequence: you don't 
have the capability for best practice risk management; 
more profits are diverted to 'fire fighting' issues, there 
are fewer profits to invest in improved capability, the 
capability gap widens...

Logically, this issue less affects those parties operating in the client space – 
e.g. mining, utilities, and the public sector - who are not subject to the same 
tight margins as those who provide construction delivery services only. 
However, even in these contexts, and as the data suggests, the need for 
leadership, culture, and a carefully managed implementation plan, remains. 

Efficiency versus Effectiveness

In reality, actual costs associated with ‘going digital’ will vary depending 
on the organisation’s context. Digital adoption will undoubtedly incur 
increased expenditure - to fund research, rollout, and compensate for 
potentially reduced productivity as individuals gain confidence and 
efficacy with their new tools. However, ultimately there are greater or 
lesser versions of two likely outcomes over the longer term:

• Digital tools may increase organisational efficiency overall, thus creating 
a reduction in business operating costs and/or

• The ongoing costs associated with the technology may offset any 
efficiency-related savings, but the effectiveness of the operational 
activity may dramatically increase – in this case, risk management 
capability. This outcome is especially true in a market suffering from skill 
shortages, where tech can free up a skilled individual’s time for higher-
value tasks.

The latter is arguably the real value-add of the exercise: to decrease 
the likelihood of risks converting into real-world-real-cost-problems 
(which could eclipse any increase in operational cost) and to ensure 
that adequate contingency is in place if the risk cannot be mitigated or 
managed. In this regard, going digital is very much an investment that 
benefits all parties, including clients and project sponsors.

Viewing these outcomes as a shared benefit is hugely relevant in an 
environment where clients and project sponsors may not fully appreciate 
the investment required to effectively respond to supply chain risk, either in 
technology or in people.
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 Yes - understood the true cost of risk management

 Some understood the true cost of risk management 

 No - clients didn't understand the true cost of risk management

14%

19%

67%

As an example, it has been noted how in tackling the modern slavery 
compliance requirements, “boards often overlook one resource: a 
supply chain manager”80. This new resource would benefit clients and 
contractors alike. However, in the context of the construction environment 
of potentially multiple in flux supply chains, appointing just one new 
resource would likely be ineffective, while appointing one supply chain 
manager per project would be inefficient and thus extremely costly, i.e. 
some risks will be common to multiple workstreams of which COVID-19 
is a prime example. Therefore, the only practical approach allows data 
from multiple sources to be aggregated, analysed only once, and then 
communicated to many, simplifying data analysis overall - also cited by 
many participants as a significant challenge.

This collation, analysis, and data distribution across multiple business 
units and workstreams is a complex undertaking arguably best suited to 
a digital solution. A digital solution enables risk analysis to be centralised 
where appropriate while still transparent to the managers of individual 
projects and project phases. Similarly, without this aggregated big picture 
view, senior leadership may struggle to have an accurate summary of 
overall organisational exposure - taking a fragmented project-by-project 
approach could very easily create a false sense of security.

A potential ignorance of the actual cost associated with meaningful risk 
management is reflected in participant feedback.

When asked the question: In CapEx/CapManEx project 
environments, do you believe that clients/project 
sponsors understand the true cost of effectively 
managing third parties/third-party risk? 67% of 
participants responded with no.

Untapped Opportunity

Improved risk management is not the only opportunity that exists. In this 
research’s specific context, there is an opportunity for improved tracking 

of targets that don’t fit the traditional project management focus of time, 
cost, and quality. For example, tracking CSR and broader outcome targets 
is where enhanced supply chain transparency and monitoring could offer 
game-changing outcomes. Improvements in these areas have the scope 
to be hugely impactful, allowing adjustments to initiatives throughout the 
process in real-time, rather than the extended intervals reported in some 
instances – six-monthly or annually.

For public sector agencies, adopting digital approaches in broader 
outcomes and compliance tracking is consistent with the Australian and 
New Zealand governments’ own stated aims. Both governments have 
adopted digital transformation agendas. Their expressed aims include:

 →  “Emerging technologies, data and 
analytics, and artificial intelligence 
present significant opportunities for the 
Government to deliver better outcomes 
for the public and the ability to do so 
more efficiently and effectively” 81 and 

 →  “We need to make sure everyone shares 
the benefits of digital transformation, 
which will see many aspects of 
government and ultimately the lives of 
New Zealanders significantly improve.” 82

While heavily marketed in the context of public-facing government 
services, it is not such a stretch to embed the concept of real-time data 
collection and analysis fully into the asset delivery context, and where 
these broader outcomes targets are increasingly manifesting. Incidentally, 
Deloitte has predicted a move to integrated real-time data collection from 
third parties as a global business trend. 

Participant Perceptions around Client 
Understanding of Costs
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Client Driven Change

Clients, such as the government, have the power to drive change 
through proactively mandating digital approaches to supply chain 
data collection on projects where they stand to demonstrably gain, 
and to enable sufficient flexibility of choice to both avoid creating a 
digital landscape within organisations that is also constantly in flux or 
create monopolies in market. By requiring all parties of a similar size 
on any given tender to be subject to the same digitised performance 
requirements, it arguably requires all parties to be subject to similar 
additional costs – whether from the system itself or only from 
the adoption of – thus not overtly disadvantaging any party. This 
overt incentivising of the supply chain to upskill aligns with the UK 
government’s approach to accelerate the industry’s BIM uptake – by 
mandating it on any project funded by the UK Central government.83 

An added advantage is the potential normalisation of digital tools. 
Again, the leaders of industry set trends, and clients are the ultimate 
leaders.

To this end, participants were asked the question: In CapEx/CapManEx 
project environments, do you believe the use of digital solutions 
designed to improve transparency over third party regulatory 
compliance, sustainability targets, etc. should be a mandated client/
project sponsor requirement? E.g. akin to supply chain management 
software.

58% of participants agreed with this proposition.

This passing on of costs is also consistent with recommendations 
from the 2020 Construction Technology Report. This report 
recommended that IT costs are acknowledged and properly passed 
on to those parties that stand to benefit, noting that “Indirect billing 
can offset the costs of technology with something as minimal as an 
extra line item for ‘technology’ or ‘IT expenses”. 

If this is a line item overtly expected by the vendee, then so much 
the better.

Participant Opinions on Client Mandating of Supply Chain Management 'Type' Software

 Yes - Supply Chain Management software should be mandated

 No - Supply Chain Management software should not be mandated

42%

58%
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Key 
Takeaways

 → Forward-thinking leadership is fuelled 
by diversity of thought. Diversity of 
thought is fuelled by diversity of people. 
The lack of diversity in the construction 
industry is holding it back.

 → The effective implementation of digital 
initiatives relies on effective leadership 
and sufficient budget and resources 
to support the change process. Those 
without budget and resources will fall 
farther and farther behind the leaders.

 → The effective management of 
extended supply chain risk comes 
at a cost. All beneficiaries should be 
fairly contributing to this cost.



Critical Enablers
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The Spectrum of Supply Chain Stability + Simplicity
Organisations involved in the construction, 
maintenance or alteration of capital assets will 
experience supply chains of varying stability and 
complexity. 

Supply chain stability is influenced by how frequently the supply 
networks assemble and disassemble and how bespoke they are each 
time. Complexity relates to the number of parties in them.

Logically, stability and complexity will influence the resource 
commitment required for adequate due diligence and ongoing risk 
monitoring. For example, the return of investment on due diligence 
will be best for organisations that retain long-term supply chains or 
repeatedly engage from the same small pool of suppliers. The return 
on due diligence is much diminished for organisations continually 
engaging new suppliers, especially if project cycles are short.

Thus all organisations can position themselves on a spectrum. The 
ability for an organisation to influence where it is positioned on this 
spectrum will be unique to that organisation, but increased supply 
chain stability and simplicity should theoretically correspond to less 
costly supply chain risk management.

However, while it should be easier to optimise risk management 
responses for some organisations than for others, findings suggest 
that where an organisation currently sits on this spectrum does not 
necessarily reflect how effective or efficient their risk management 
strategies currently are.

Instead, findings suggest that several critical enablers must also be in 
place to optimise the efficiency and effectiveness of responses.

Highly stable supply chains:

Long-term contracts, high incidence of repeat engagements 
Low number of external parties

Highly unstable supply chains:
Continually bespoke supply chains on finite project programmes 

High number of external parties
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The Purpose Pyramid: Purposeful communication - The Big Picture Organisational Leadership

Effective organisational leadership is one such enabler – across senior 
executives and boards. 

These teams set the strategic direction of an organisation, and through 
both messaging and demonstrable behaviours, dictate its culture. For 
maximised risk management, this culture must be respectful, learning-
oriented, and innovative. The importance of a learning culture overall was 
reinforced by participant feedback using offshore suppliers as an example: 
“although main contractors are tasked as the project risk managers, they 
rarely procure directly from offshore and in real terms have very little 
understanding of the complexity and risk involved in this process. Without a 
learning culture present, they run the risk of remaining ignorant and making 
unrealistic demands of the supply chain which can lead to negative project 
outcomes”.

The strategy set must also facilitate investment in these areas, which 
includes investment in digital transformation - both in the tools themselves 
and the organisational ability to adopt them.

Yet findings suggest that diversity within leadership teams – including age, 
gender, culture - is a crucial facilitator of innovative, progressive thinking. 
Thus, purposeful high-performing communication as a mechanism to 
optimise risk management has its foundation both in leadership and the 
characteristics of leadership teams.

Sustainable 
Business 

Model

Profits

2nd Party Risk

Truthful

Extended 
Supply Chain 

Risk

Business Objective

Business Success Metrics

Risks to be Managed

High Performing Communication

High Performing 
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An increase in leadership diversity also offers the opportunity to set more 
positive industry cultures overall, including the dilution of toxic masculinity, 
noting that not all men are perpetrators of this but suffer as a result. Issues 
such as ego and fear must be addressed, internally and externally, to enable 
parties in a project or workstream to be open and honest about potential 
problems.

Thus the model of purposeful communication can be expanded:

• A high-performing communication system is inclusive, digital, and 
governed – due to project life cycles and multiple stakeholders, a large 
and diverse number of parties must be enabled to utilise it. Big data 
management and analytics capability must also be present, and the 
system must have checks and controls to ensure the system is utilised 
correctly.

• The successful adoption and utilisation of such a system requires an 
organisational culture that is learning-oriented, innovative, and respectful 
- the ability to fully exploit these tools still requires a culture of respectful 
communication.

• Such a high-performing culture is best enabled by a leadership team that 
is also diverse.

Revisiting the big picture serves to remind where ultimate responsibility for 
risk management sits – with senior leadership. Thus while leadership has the 
power to shape what risk management responses look like, ultimately these 
responses are to protect their objectives - a sustainable long-term business.

Clients and Project Sponsors

High-performing leadership is not the only critical enabler of optimised 
supply chain risk management.

Some organisations simply don’t have the resources to cash flow up-
skilling in either supply chain risk management or the digital space. For 
this, the role of clients and project sponsors in creating a healthy supplier 
market cannot be overstated, noting that a supply network at risk of 
deficiencies in compliance, social licence, or exposure to criminal activity 
will impact the end-client if risks become issues. Again, not all risks can be 
passed on, and contracts will only protect up to a certain point.

Therefore, as non-traditional contract and compliance requirements 
further increase the need for transparency in supply chains, the cost of 
doing business will grow in parallel. It is crucial that clients and project 
sponsors acknowledge this in how they engage with the market.

Through their procurement processes, these parties have the most 
influence over the participants that make up these supply networks. 
Ensuring that the lowest cost – and the negative behaviours this 
encourages - does not become the deciding factor for contract awards 
wholly depends on how non-price attributes are employed, including their 
definition, weighting, and evaluation.

These parties also set the parameters within which an organisation or 
business unit must deliver. These parameters then dictate priorities – is 
protecting the programme more important than protecting quality; is 
protecting cost more important than ensuring future obligations can be 
honoured; is protecting profit more important than protecting people?

The selection of products and materials can also include and exclude 
specific supply chain parties by default. Therefore, due diligence around 
suppliers becomes a critical step in the material and product selection 
process. Technical specifiers, and those who oversee them, have a key 
role to play.

In addition, a continual reversion to lowest cost, and thus squeezed 
margins, makes it extremely difficult for some organisations to accumulate 
sufficient surplus profit for investment in continuous improvement, 
including the uptake of digital solutions. For high volume clients, in 
particular, a failure to invest in their supply networks can stagnate 
productivity rates and therefore does themselves a disservice.

The Government – As Both 
Overseer and Major Beneficiary

Arguably, ‘government’ is best placed to facilitate positive change, and the 
party with the most to gain from doing so. A shallow low-quality supplier 
market is bad for both the industry and society overall, noting that 
government is ultimately responsible for safeguarding both. Findings have 
also highlighted the risk of a growing capability gap between top tier and 

lower-tier organisations due to the cost of change.

If a government seeks a healthy market for the good of the economy 
overall, a government can support and expedite this via:

• Leveraging public sector contracts to mandate more efficient and more 
effective tools (for supply chain sourcing, project management, supply 
chain management, risk management, etc.), as demonstrated by the 
UK’s BIM initiative.

• Provide or facilitate free or subsidised training and ongoing support in 
conjunction with tech companies, an example being the Digital Boost 
scheme in New Zealand where eligible businesses have access to free 
training in digital tools.

• Ensure that regulations or contract expectations are enforceable and 
adherence to these is measurable and transparent.

• By investigating the potential for accreditation schemes to reduce 
the due diligence burden on singular organisations. Examples include 
potential certification of companies concerning modern slavery risk, 
thus creating a more cost-effective way to meaningfully comply with the 
Modern Slavery Act – a game-changer in the context of driving supply 
chain transparency and top-down responsibility.

• Working with industry membership organisations to facilitate feedback 
on potential other solutions.

In addition, public sector clients have an obligation to ensure that their 
projects do not add value in one area of society, only to erode it in 
another, i.e. it is mandated to take a systems approach. E.g. the value of 
delivering under budget on a project is completely undermined if the 
means of doing so negatively impact on people and planet, including 
on the mental health of industry participants. Therefore to lead projects 
characterised by poor quality supplier networks heavy with risk are 
contrary to their own objectives and arguably in breach of government 
procurement guidelines.
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Combined Action for Maximum 
Impact

Thus optimised supply chain risk management and lowered supply 
chain risk overall requires a collaborative effort between organisations, 
clients, and the government in its capacity as a major client, policymaker, 
regulator, and society’s ultimate representative.

The ultimate aim of these risk responses is to improve the quality of our 
built assets and how efficiently they are delivered whilst simultaneously 
leveraging this delivery to maximum positive effect with minimal negative 
side effects.

Going digital is not a silver bullet, 
but it offers a huge opportunity to 
assist all parties to meet these shared 
objectives – through facilitating high-
quality communication and increased 
transparency, and by doing so efficiently.

For project sponsors with large complex pipelines of work involving a 
vast network of suppliers, there is no other way to gain insight or control 
without big data capability, where leveraging digital solutions is the only 
practical option for increasing network transparency, and enabling ease 
of information flow. For the public sector especially, gaining a greater 
understanding of the amorphous mass that makes up the construction 
sector is essential to the health of the economy overall – you cannot 
manage what you cannot measure. This rationale applies equally to non-
financial objectives.

Yet, only through a combined effort can successful outcomes be achieved 
for all - clients and project sponsors, industry, wider society, and asset 
owners and operators alike.

These parties are both the drivers of action and the beneficiaries.

Combined Action for Optimised Supply Chain De-risk

Government enablers

Client/Project Sponsor Enablers

Organisational Enablers
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Key 
Takeaways

 → Organisational supply chains will vary in 
stability and complexity, but high stability and 
low complexity do not guarantee effective 
supply chain risk management is present.

 → Improving supply chain risk management 
can contribute to both improving 
industry outcomes overall and social 
and broader environmental benefits.

 → Digital tools are not a silver bullet but a key 
enabler of improved risk management.

 → Going digital requires a demonstrable 
commitment from many parties – including 
industry leadership, clients, and government.

 → A learning-orientated, innovative, 
and respective culture is an essential 
foundation for positive change – diversity 
in leadership best enables this.
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Voice Of The Industry

"This report's findings highlight the 'shortness of 
programme time, low margin, high-risk' nature of our 
industry that relies heavily on global outsourcing to 
third, fourth and fifth parties where transparency of 
the supply network becomes dim.

Being a responsible contractor means knowing your 
supply network is accountable, reliable and ethical. If 
the right questions are not asked, it is too easy not to 
ignore the low-cost supply alternatives. Here, the less 
responsible client and contractors select on price, 
not a well-balanced non-price weighted evaluation 
methodology, where exploitation of people and 
resources can be better evidenced.

The construction industry has been building in the 
dark for many decades – it is pleasing to see that a 
light has been turned on this topic at last.."

Kent Nixon

General Manager 
Thermosash

"Australia’s transport infrastructure sector is a major 
part of supporting post-COVID economic recovery 
– and yet the sheer scale of the $110bn pipeline 
is presenting industry with challenges around 
procurement of materials and skilled workers needed 
to deliver projects. This is a new type of challenge that 
is going to require bold and innovative solutions to 
the management of procurement and risk, as well as 
hastening the uptake of opportunities presented by 
digital technology.

The Building In The Dark white paper makes a number 
of astute recommendations that align with Roads 
Australia’s own approach to procurement reform. 
By enhancing supply chain visibility, embracing the 
potential for digital engineering to enhance efficiency 
and safety and pursing less adversarial approaches to 
contracting, there is genuine opportunity for industry 
to deliver projects more effectively and for greater 
benefits to flow to businesses, governments and the 
community."

Michael Kilgariff

Chief Executive Officer 
Roads Australia
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Voice Of The Industry

"Success in construction and building are intrinsically 
linked to the experience and capabilities of the 
organisations in the sector. Construction and building 
are crucial for society and almost as important as 
eating and drinking. However, the sector is infamous 
for its risk, which invariably requires organisations to 
seek appropriate shelter from those risks and build in 
the daytime with risk identified and managed. To assist 
with this, I recommend that stakeholders read the 
Building In The Dark report." 

Ian Bell

Contracts Manager (Eastern Region), 
Maintenance & Industrial Services 
Monadelphous

"In the construction industry, projects are make or 
break based on how you manage your risk, especially 
that procurement and supply chain element.

It's one of those industries where we are all going a 
hundred miles an hour making sure projects are on 
track, sometimes it's hard to take that step back to 
do a bit of research to make sure you're still heading 
in the right direction. That's where the Building In the 
Dark Report is relevant.

We really need to understand where those risks are 
presenting themselves and how we can best control 
them - to make sure we're profitable and we're sharing 
those risks with our supply chain."

Errol Bellchambers

General Manager Project Procurement 
Downer 
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Voice Of The Industry

"The construction industry is its own worst enemy - we 
are known for our disputes over what’s included and 
what’s not included in a project. Everyone wants to 
gain a little more than their counterparts, at any cost 
to both parties. Let’s be honest here, everyone from 
the developer to the supplier of construction materials 
is in this to make money.

We have heard for many years how everyone will work 
together; this works until one party feels they are less 
equal than the other. We tend not to see or care what 
happens to other parties in the framework.

When it comes to risk, the industry tends to price 
“bunce” into their price to cover risk, without knowing 
what it is. If everyone does this when pricing a project, 
the overall price escalates above normal or what was 
expected, thus showing false escalation.

Andy Thomson MRICS, FQSi, MNZIQS, Reg QS

Managing Director 
Construction Cost Consultants

To be totally clear with what one is pricing one needs 
to understand the risk, if we can see the risk, feel the 
risk, and measure the risk, a good Quantity Surveyor 
will be able to put a cost to that risk. If it is an unknown 
risk, we need to investigate to a point we can formulate 
a cost and decide the factors of that specific risk and 
the overall impact.

This publication is showing us that things need to 
change from within and around the industry to enable 
us to understand clearly where risk sits and therefore 
improve the industry by allowing risks to be realised 
early and all costs to be calculated accurately."
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Voice Of The Industry

"With an additional 105,000 workers needed to deliver 
the enormous pipeline of work facing the construction 
industry, we must think differently about how we 
deliver projects. It is time to stop thinking of the 
industry as being made up of defined sectors, tiers 
and linear supply chains. The construction industry 
is heavily interconnected and to tackle the looming 
capacity shortfall we need to collaborate more with a 
shared focus on improving productivity—so we can do 
more with less." 

Jon Davies

Chief Executive Officer  
Australian Constructors Association

"This report is a really useful tool for organisational 
improvement - it explains risks that rarely get a 
mention, and it provides practical information on how 
we could all be doing better, and for the benefit of all 
-  industry and wider society alike."

Lyndon Evans

Operations Director 
NZ Strong
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